OO0111ecTBO ¢ OTPaHUYECHHON OTBETCTBEHHOCTHIO «MeTtallpaiim»

YTBEPXJAIO

I'enepanbHbIi TUPEKTOP
000 «MeralIpaiim»

A.B. PoxkoB

M.II.
« » 2023 .

ABTOMaTH3MpOBaHHAsI HHPOPMAIIMOHHAS CUCTEMA
«PernonanpHas nudposas conpanbHas miardopmar

noanoe naumernosarue AC

PLICIT

cokpaujénnoe Haumenosarue AC

PYKOBOIACTBO I10 YCTAHOBKE KOMITIOHEHTOB CUCTEMBbI

Ha JIMCTax

Cankr-IlerepOypr
2023



AHHOTaLUA

JlaHHBI JTOKYMEHT TMpPEACTaBIseT COOOW pPYKOBOJACTBO IO YCTAaHOBKE KOMITOHEHTOB
nporpaMMHoro obecnedenus «PermonanpHas nudpoBas conuanbHas Miaardgopmay. JlokyMeHT
OTKCBIBAET MPOrPaMMHO-AINIApaTHbIE TPEOOBAHUS, IPEABABISEMBIC K CEPBEPHOMY 000PYI0BAHUIO
U pabouux CTaHIUM, MOPAJOK YCTAaHOBKM KOMIIOHEHTOB IIPOIPaMMHOIO OOECIeuYeHMs,
HeoOxoumoro Jutst pyHKIHOHUpOBaHUST CHCTEMBI.



Conep:xkanue

PN £ 05 (05 ) 11%5; TR 2
TEPMUHBI F OTIPEIICTICHIS ... veeuveesveteeseeessesbeassesssesseessesseesbeenseaseesbeesbeaseeabeenbeasbenb e et e nbeenbeenbeaneenbeenneenes 4
[TpUHATBIC COKPAILCHUS X OOOZHAUCHUS ... .vveuviereteestesseesteesseassesseessesseeaseenesseesbeesnessseabeenesneenneeneanes 5
L@ 1331107 (Sl o3: oy1 (53 1% 6 (AR 6
1 TpeOoBaHUS K IPOTPAMMHOMY OOCCTICUCHHEO ........vevverteesriseeseassesseessesssesseesnessnesseessessnssseesneens 7
1.1 TpeboBaHHE K TPOTPAMMHOMY OOCCIIEUCHHIEIO CEPBEPA. .vvvrervrrrerrersssreesssreesssresssssesssssessssseesssnes 7
1.2 TpeboBaHMS K IPOTPAMMHOMY OOCCHIEUCHHUIO KITHEHTA ..vvvervvveevreesireesssressssnesssssessssnesssssesssnes 7
2 TpeOoBaHUS K TEXHUYECKOMY OOCCTICUCHHMEIO ......eeuveveerreasriiseeseassesseesseassesseesnessnesseessessnssseessens 7
2.1 ANNapaTHOE OOCCTICUCHUE CEPBEP@ ..uuvrrerrrrarrresssreessneessstessseessseessssesssssesssssessssesssssessnssessnsees 7
2.2  ANINapaTHOE OOCCTICUCHUE KITHEHTR ...vevverresriseesteassesssesseessessseaseeaseassesseessesssesseessesnesssesseensssnes 7
3 HaCTPOMKA IIPOTPAMMBI .......vviiiiiiie ittt st sn e n e 8
3.1 VYcranoBka 1 HACTPOMKA POStZIESQL.....coiiiiiiiiii i 8
3.1.1 Ycranoska PostgreSQL 14.X Ha BBIACTCHHYIO BUPTYATBHYIO MAIIHHY ....veovviveereesresieesieeneenens 8
3.1.2 HacTpoiiKa POSTEIESQL ......o.viiiiiiiiiiieie e 8
3.1.3 YcraHoBka u HacTpoiika pgbouncer Ha cepBep € POSIIGESl .....vvvvivirieriii i 10
3.2 YcranoBka u HacTpoiika KinacTepa k8s (KUDETNEtes) .......ccvvveiveriiriiiiciise e 11
3.2.1 Ycranoska k8s (kubernetes) — ynpaBiastrommie(MASTEr) Y3ITBI ....c..vvvverveeiiirieiiienee e 11
3.2.2 YcranoBka k8s (kubernetes) — pab0ure Y3IBI(WOIK) ......ccoviiiininininiiene e 15
3.3 VcTaHOBKA NEXUS € UOCKEN .....c.viviiiiiiiieiiiciieie st 16
3.3.1 VCTAHOBKA NEXUS. ....veeteeeutieiteeasteestteateesieeateesseeassessseesssessaseesbeessseebeesabeenbeeasbeenbeeanbesssneanbeenseeas 16
3.3.2 YCTAHOBKA GOCKET ... ittt sttt bbbt se ettt bbb e e ne et e st nes 17
3.3.3 HacTpOHKa NEXUS-GOCKET .......ocuiiiiiiiiiiteite ittt 20
3.4 YcraHoBka 1 HacTpoiiKa KiacTepa KafKa..........ccoooiiiiiiiii 21
34,1 YCTAHOBKA JAVA....eutiiiiiiiieitie ettt etttk et b e e s e e bt e et e e s bt e e nb e e sbe e e beennneenneennee s 21
3.4.2 YCTaHOBKA M HACTPOMKA ZOOKEEPEN ...ttt 21
3.4.3 VETaHOBKA KATKA. ....o.viieiiiiei ettt nae e nne s 22
3.4.4 TIpoBepKa KITACTEPA M CILYHKOD. ...veviirriiiiiiiieiiie ettt 24
3.5  VCTAHOBKA KITACTEPA IMNIMIO ....e.eveuviesriiteeieestesieeste et s st e sseesbe e s s e sbe e e sseenbe e b sseenbe e b e nnnenneas 25
3.5.1 VCTAaHOBKA MINIO HA OJHOM HOJIIE .eeevvveeereeeeesesereeeeesesesesesesesesetetesesereteeesetesereesrereeeteteereerreeeee 25
3.5.2 YcTaHOBKA PACTIPEICIIEHHOTO TIMIO. 1. viuvieuriiieitiesristee st et st st sb e b sr s een s 26

3.6 Hacrpoiika ELK s coopa moroB(He 00S3aTeITbHA K YCTAHOBKE) «...vvverveersveesieesneeesieessneeseneas 27



TepMHHBI U onIpeIeSIeHUst
B pykoBoaCTBE IPUMEHSIIOTCS CIIEAYIONINE TEPMHUHBI C COOTBETCTBYIOIIUMH OTIPEICICHUSIMHI
(Tabauma 1).
Tabnuma 1— Coucok TepMHUHOB M ONpeAeICHUN

Tepmun Onpenesenue
1 2
Be6-6pay3zep ATEHT MOoJb30BaTelIsl, MO3BOJISIONINMI MOJIB30BATEN0 MOJyYaTh U YUTATh
THIIEPTEKCTOBYIO UH(OPMAITHIO, IPOCMAaTpPUBAaTh COJIepIKaHue

TUIEPTEKCTOBBIX y3J10B (0OOBIYHO BEO-CTPAHUIIBI), TIEPEMEIIATHCS

OT OJHOTO y3Jla K JIpyroMy M B3auMOZEHCTBOBaTh ¢ MHGOPMAIIOHHBIM
HanosnnenneM (('OCT P UCO 9241-151-2014)

Kiacrep MaccuB B3aUMOCBSI3aHHBIX CEPBEPOB JII OJHON CHCTEMbI WU CIIyKOBI,
3a1auu
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IIpuHsTHIE COKpalleHUsA U 0003HAYECHUS
B pykoBoJICTBE IPUHUMAIOTCS CICIYIOIINE COKpaleHus u o0o3HaueHus (Tadmuna 2).

Tabnuua 2— Cnucok COKpalleHui U onpeaeneHuit

Coxpamenne 3HaueHne cokpameHus (0003HAYeHH )
(o003HaUYeHHE)
1 2
b1 baza ganHbBIX
CYBJ Cucrema yripaBieHus 0a3aMu TaHHBIX

Apache Kafka

Cessyromiee  mporpaMMHoOe — oOecrieueHue,
00paboTKy coolmieHmit (Opokep cOOOIICHHI)

OpPHUECHTHUPOBAHHOC Ha

Apache Mesos

IIpoeKT ¢ OTKPBITHIM UCXOIHBIM KOJIOM JUIsl YIPABIEHUS KOMIIBIOTEPHBIMU
KJIacTepaMu

Apache ZooKeeper

Hepapxuueckoe XpaHWINIIE 3HAYCHUHN KITIOUei

Docker Registry

IIporpamMmuoe oGecricueHne, 00ECIEUMBAIOIICE XPAHEHHE M JOCTABKY
10 cepBepa Docker npunoxeHui

ELK Elasticsearch, Kibana, Logstash — (aurin.). Pemenne mo c6opy, aHanusy
U XpaHEHUIO IaHHBIX (JIOTOB).

JAVA OOBEKTHO-OPUEHTUPOBAHHBINA SI3bIK MPOTPAMMHPOBAHUS U MIaTdopma
BBIYMCIICHUI

K8S/ Kubernetes OTtkpbITOE MIPOrpaMMHOE obecrnieueHue JUTSL OPKECTPOBKH
KOHTECHHEPU3UPOBAHHBIX  TPHIOKEHUH  —  aBTOMATH3AIMH  HX
pa3BEPThIBaHUS, MacIITAOUPOBAaHHMS W KOOPAMHAIIMM B  YCIIOBHSX
KJlacTepa.

MinlO CepBep 00J1a4YHOTO XpaHUIIHIIA

PgBouncer [Iporpamma, ynpasistonias mysiom coeauHennit PostgresSQL

PL/pgSQL Procedural Language/PostGres Structured Query Language, npouenypHoe
pacmupenue si3pika SQL, nucnonszyemoe B CYBJ PostgreSQL

PostgreSQL CBo0OoHAs 00BEKTHO-PEISIIMOHHAS CHUCTEMA yIpaBIeHUs 0a3aMu JaHHBIX

TCP/IP Transfer Control Protocol/Internet Protocol — (anrn.). CereBas monenb

nepcaavun JaHHbIX, IPCACTABJICHHBIX B I_II/I(I)pOBOM BHC



https://ru.wikipedia.org/wiki/%D0%A1%D0%B2%D0%BE%D0%B1%D0%BE%D0%B4%D0%BD%D0%BE%D0%B5_%D0%9F%D0%9E
https://ru.wikipedia.org/wiki/%D0%9E%D0%B1%D1%8A%D0%B5%D0%BA%D1%82%D0%BD%D0%BE-%D1%80%D0%B5%D0%BB%D1%8F%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D0%A1%D0%A3%D0%91%D0%94
https://ru.wikipedia.org/wiki/%D0%A1%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0_%D1%83%D0%BF%D1%80%D0%B0%D0%B2%D0%BB%D0%B5%D0%BD%D0%B8%D1%8F_%D0%B1%D0%B0%D0%B7%D0%B0%D0%BC%D0%B8_%D0%B4%D0%B0%D0%BD%D0%BD%D1%8B%D1%85

OO01mme cBegeHus

Cucrema pa3zpaboTraHa Ha r1aThopMme CenUaIbHOr0 IPOrPaAMMHOTO 00eCTIeYeHNUs TAKOT0, KaK
CVYB/]] PostgreSQL ¢ Pgbouncer, Be6-cepepa Apach Kafka u ZooKeeper, 00beKTHOTO XpaHUIHINA
MinlO, Be6-Opay3epa, cpeanl pazpadorku OpenJDK, a Takke si3pIka MporpaMMHpoBaHus Java.
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1 TpeOoBaHNsI K NPOrpaMMHOMY 00eclie4eHn 0
OYHKIIMOHUPOBAHUE TPOTPAMMHBIX KOMIOHEHTOB CHCTeMbl TpeOyeT mpenBapuTelIbHON
ycranoBku [10 cepBepa u kiueHTa.

1.1 TpeOoBanue Kk NPOrpaMMHOMY 00ecIle4eHHIO cepBepa.

VYcraHOoBKa UM 3KCIUTyaTalus IporpaMMHoro ootecneueHus «PermonanbHas uudposas
couuaybHas mIaTgopMa» MOKET BBIMOIHATHCS HAa TEXHHUYECKUX cpeacTBax moj ympasienueM OC
cemeiicta Linux.

OnepannoHHas cucTeMa JOJDKHA I03BOJATh YCTAHOBUTH CIEAYIOLIEE IPOrpaMMHOE
obecrieyeHue:

1.

SR

7.

PostgreSQL (Bepcus He Hike 14.4);

Pgbouncer (Bepcust He arkel.17.0);

Apache Zookeeper (Bepcus e Huxe 3.6.3);
Apache Kafka (Bepcus ne ke 2.13-3.0.1);
MinlO (Bepcust He Hike 2022-08-02T23-59-162);
OpenJDK (Bepcus He HIKe 1.8.0 342);
Chromium (Bepcust ve mmwke 104.0.5112.101).

1.2 TpeOGoBanusi K NPOrpaMMHOMY O0ecledeHHI0 KINEeHTA
B cocraB nporpaMMHoro o0ecrieyeHus KIMEeHTa JOJDKHO BXOAUTH cieaytomee [10:

1. Windows (32/64 bit) Bepcus He Hke 7, nnn Astra Linux wiu Linux;
2. BeO-Opaysep:
e SlHnekc (peKOMEH0BAHO);
e Chrome - (opunmanbhas coopka 64-bit);
e Chromium;
o Firefox;
e CnyTHUK;
e AToM.
2 TpeGoBanns kK TeXHHYECKOMY O0ecredeHHI0

2.1 AnnapartHoe ofecrieueHue cepBepa
Konguryparmus cepsepa 3aBUCUT OT 00beMa 3aJ1a4, HO JIOJDKHA OBITh HE XyXKe:

1.

2.

5.

6.

HEe MeHee | mporeccopa ¢ XapakTepUCTHKaMH: HE MeHee 4 sjuep; MaKCUMallbHas
TaKTOBAs 4YacTOTa HE MeHee 2.8 Thrarepii;

orepaTUBHAs MaMsTh: obiee KonuyecTBo c¢aotoB (DIMM) s ycTaHOBKH MOayIei
namsTH He MeHee 12; 00beM yCTaHOBJIEHHOW OnepaTUBHOM mamMsaTu He MeHee 32 1'6;
MUHUMYM | KOHTpoOJIIep KECTKUX AMCKOB C XapakTepucTukamu: uHrepgdeiic SAS co
CKOPOCTBIO Mepefaun MHpopMmanuu 6 rurabut B cekyHay ¢ nojuepxkoil SATA co
CKOpOCTBIO Nepeaayn nHpopMaluu 6 THrabuT B CEKyHY; HE MEHee 6 OPTOB;
JIOJIKHA OBITh YCTAHOBJIEHA KAIII-NIAMATh (IHEPTrOHE3aBUCUMBIN (UIALI-KAIIT) 00bEMOM 2
rurabaiita; mogaepxxka ypoBueir RAID 0, 1, 1+0, 5, 5+0, onmuonansHO 6, 6+0;
NOJJIEP’KUBAEMOE KOJIMYECTBO JIOTHYECKUX TOMOB HE MeHee 32;

PEKOMEH/IyeMO HCIOJIb30BaTh HMCKIOUYUTENbHO SSD, 11 pabGoThl B KOHTPOJUIEPAX
muckoB. B Tom uncite 1 B RAID;

cereas kaprta Ethernet 1000 Mo6ut/c.

2.2 AnmapaTtHoe ofecrieueHne KJIUEHTA
Kondurypauus kimueHTa 10kHa ObITh HE XyXKe:

1

2.
3.
4.

nporeccop - Intel Core 13 2 I'T'iy wnm Ryzen 3 2I'T 1 unm srydre;
orepaTUBHAs NaMATh - 4 ['0aiiT u BhIIIIE;

JKeCTKHH uck — ot 200 MoaiiT cBobomHoro mecta Ha HDD;
cereBas kaprta Ethernet 100 M6wurt/c.



3 Hacrtpoiika nporpamMmmsl
Jns  obecrieueHuss pabOTOCIOCOOHOCTH  Pa3pabOTaHHBIX IMPOTPAMMHBIX  KOMILJIEKCOB
HEOOXO0JIMMO MTPOU3BECTH YCTAHOBKY M HACTPOMKY CIICAYIONIETO POTPAMMHOTO 00eCIICUeHUS:
CVYB/]] PostgreSQL c PgBouncer;
kiacrep k8s;
nexus c docker;
knacrep kafka;
KJ1acTep minioS3;
ELK.

3.1 YcranoBka u HacTpoiika PostgreSQL

SoukhwnE

3.1.1 V¥YcranoBka PostgreSQL 14.x Ha Bbl/JIeJIEHHYI0 BUPTYAJbHYI0 MAIIINHY
Brimonauts CJICAYIOIUMC KOMaHAbI:
sudo wget --quiet -O - https://www.postgresql.org/media/keys/ACCC4CF8.asc
sudo apt-key add —
sudo echo "deb http://apt.postgresqgl.org/pub/repos/apt/ “Isb_release -cs -pgdg main" |sudo tee
/etc/apt/sources.list.d/pgdg.list
sudo apt-get update
sudo apt-get install -y postgresql-14 postgresql-contrib-14 postgresql-14-cron
PaspemeHI/Ie IIOAKIKYCHUA C BHCIIIHUX Ip
sudo nano /etc/postgresgl/14/main/postgresgl.conf
listen_addresses = "*'
Paspemienue moakIItOYEHUs C BHEITHUX M BHYTPEHHHUX 1p
sudo nano /etc/postgresgl/14/main/pg_hba.conf
# "local" is for Unix domain socket connections only

local all all peer

# IPv4 local connections:

host all postgres 127.0.0.1/32 trust

host all postgres (Bama mojcets k npumepy 192.168.0.0)/16 md5
# IPv6 local connections:

# host all all ::1/128 scram-sha-256

# Allow replication connections from localhost, by a user with the
# replication privilege.

local replication all peer
host replication all 127.0.0.1/32 scram-sha-256
host replication all ::1/128 scram-sha-256

,Z[J'ISI HaCTpOI\/'IKI/I J0CTyIa JJI1 HOBOI'O ITOJIB30BATEIA C IMPpaBaM aAMHUHUCTPATOPA BBIIIOJIHUTH
CJICAYIOIINEC KOMAaH/bI:

sudo -u postgres psql

create user iac with password "....";

alter user iac with superuser;

3.1.2 Hacrpoiika PostgreSQL

B ¢aiine postgresql.conf pazpemuTs IOCTYynm ¢ BHENIHUX Ip WM HACTPOHUTH JIOTUPOBAHUWE
BBITIOJIHUB CIIEAYIOLIUE JEHCTBUSA:

sudo nano /etc/postgresgl/14/main/postgresgl.conf

P ACKOMMCHTHPOBATH CIICAYIOIINEC CTPOYKU U IPHUBCCTH UX K BUAY:

listen_addresses = "*'

port = 5432

max_connections = 300

log_destination = 'stderr’

logging_collector = on

log_directory = '/var/log/postgres'



log_filename = "postgresql-%a.log
log_truncate_on_rotation = on
log_rotation_age = 3d
log_rotation_size = 100
log_min_duration_statement = 0
log_line_prefix = '< %m >
log_timezone = 'Europe/Moscow'
track_activity_query_size = 5000
datestyle ="iso, dmy"'
Ic_messages ='en_US.UTF-8'
Ic_monetary ='ru RU.UTF-8'
Ic_numeric ='ru_RU.UTF-8'
Ic_time ="ru RU.UTF-8'
timezone = 'Europe/Moscow'
default_text search_config = 'pg_catalog.russian'

max_locks_per_transaction = 150

effective_cache_size = xxGB # 4yt MeHbIiIe 2/3 OT JOCTYITHOTO 00beMa aMSTH
shared_buffers = xGB # 1/8 RAM uu 60sbiie (1/6) (1o He Gonee 1/4)
maintenance_work mem = xMB (pekomenayemsiii pazmep 1/4 RAM)
work_mem = xGB (pexomenayemsiii pazmep 1/20 RAM)

temp_buffers = XGB (pekomenayemsiii pazmep 1/20 RAM)

huge_pages = try

effective_io_concurrency = 200

max_worker_processes = 12

max_parallel_workers_per_gather = 4

max_parallel_maintenance_workers = 4

max_parallel_workers = 8

wal_level = logical

wal_buffers = 128MB

checkpoint_completion_target = 0.7

max_wal_size = 4GB

min_wal_size = 1GB

max_wal_senders = 20

max_replication_slots = 20

max_logical_replication_workers = 9

max_sync_workers_per_subscription =5

enable_segscan = on

random_page_cost=1.1

default_statistics_target = 100

gin_fuzzy_search_limit=0

max_locks_per_transaction = 150

jit = off

password_encryption = md5

ssl = off

effective_io_concurrency = 200

default_statistics_target = 100

log_min_messages = warning

log_min_error_statement = error

log_min_duration_statement = -1

3aHy0TI/ITB pgsql " CCJIaTh aBTO3arpy3Ky CCpBUCA BBIIIOJIHUB CIICAYIOIINC KOMAaH/BbI:
sudo systemctl start postgresql
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sudo systemctl enable postgresql
sudo systemctl status postgresql

3.1.3 ¥YcranoBka u HacTpoiika pgbouncer Ha cepsep ¢ postrgesql
Jlnst ycraHOBKH PghOUNCEr BBITIOIHUTD CIICAYIOIINE KOMAH/IbI:
sudo apt-get install pgbouncer
[IpoBeputs ycTanoBKy pghouncer KoMaH0M:
sudo systemctl status pgbouncer
pgbouncer.service - pgbouncer PostgreSQL connection pooler
Loaded: loaded (/lib/systemd/system/pgbouncer.service; enabled; vendor preset: enabled)
Active: active (running) since Fri 2022-08-26 12:22:30 MSK; 1 months 14 days ago
Main PID: 987681 (pgbouncer)
Status: "stats: 0 xacts/s, 0 queries/s, in 198 B/s, out 903 B/s, xact 60136 us, query 23700 ps,
wait 22 ps"
Tasks: 2 (limit: 4541)
Memory: 7.1M
CGroup: /system.slice/pgbouncer.service
L—987681 /usr/sbin/pgbouncer /etc/pgbouncer/pgbouncer.ini
OTKpBITh KOHOUTYPATMOHHBIN (haiisl, BHITIOTHUB KOMAHITY:
sudo nano /etc/pgbouncer/pgbouncer.ini
IZie IPOBEPUTH U CKOPPEKTUPOBATH HACTPOMKH:
[databases]
* = host=localhost port=5432
[pgbouncer]
admin_users=postgres
logfile = /var/log/postgresql/pgbouncer.log
pidfile = /var/run/postgresql/pgbouncer.pid
listen_addr =*
listen_port = 6432
auth_type = md5
auth_file = /etc/pgbouncer/userlist.txt
pool_mode = transaction
server_reset_query = DISCARD ALL
ignore_startup_parameters = extra_float_digits
max_client_conn = 1000
default_pool_size = 180
OTKpBITH KOH(DUTYPALIMOHHBIHN (DAl ciieTyroeil KOMaH 10!
sudo nano /etc/init.d/pgbouncer
I7ie POBEPUTH U CKOPPEKTUPOBATH HACTPOMKH:
n06aBuTh cTpouky 'ulimit -n 100000' B 6110k case "$1" in HOBOH CTPOKOH MOCIIE CTPOKH
test -d $PIDDIR || install -d -0 postgres -g postgres -m 2775 $PIDDIR
OTKpBITh KOHGUTYpPALIMOHHBIN (aiii cienyromeil KoMaHa0i:
nano /usr/lib/systemd/system/pgbouncer.service
IZI€ IPOBEPUTH U CKOPPEKTUPOBATH HACTPOMKHU:
B paszen Service 100aBUTh CTPOUKY
LimitNOFILE=100000
MIPOBEPUM JIMMUT MaKCUMAJILHO OTKPBITHIX (DaiiyioB JJ1s MOIb30BaTeNs POStgres:
sudo su - postgres -c ‘ulimit -n’
sudo nano /etc/security/limits.conf
r/ie J00aBUTh CTPOKHU:
* hard nofile 200000
* soft nofile 100000
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nocieHui napamerp 'session required pam_limits.so' - s OC Ubuntu
sudo su - postgres -c 'ulimit -n'

Jlanee nob6aBum mosb3oBaTeiis B userlist

sudo nano /etc/pgbouncer/userlist.txt

"lac" "maposp" — KaBBIYKU HYKHBI,ITapoJib B MA5 He creHepupoBaHHbIiA,a B3ThIN 13 postgresql
sudo su postgres

psql

select * from pg_shadow;

ckomupoBatk naposib md>S s iac

[epesamyctuth PgboOUNCEr KOMaHIOM:

sudo systemctl daemon-reload

sudo systemctl restart pgbouncer

IIpoBeputs craryc cepBuca KOMaHI0M

sudo /etc/init.d/pgbouncer status

YcraHoBka u HacTpoiika kiaactepa k8s (kubernetes)

3.2.1 YV¥YcranoBka k8s (kubernetes) — ynpasJsiromue(master) ysJbl

Jlnst ycraHOBKU cONtainerd BBITIOIHUTD CIICAYIOIIUE KOMaH/IbI:

sudo -i

sudo apt install containerd

Jlns HacTpoiiku containerd co3math daitn KoHGUTypalud KOMaHIaMu:

sudo mkdir -p /etc/containerd

containerd config default > /etc/containerd/config.toml

3amyctuth containerd:

sudo systemctl enable containerd && systemctl start containerd && systemctl status

containerd

OTKII0YNTh OpIHAMAYSp WM MpOMMcaTh paspemieHue ciayxeoHoir cerbio Kubernetes

10.32.0.0/12:

sudo ufw disable nm ufw allow from 10.32.0.0/12
[TponucaTh ums xocrta B /etc/hostname, eciau He MPOMUCAHO.
[Tponcats HacTpanBaemble y3ibl B /etc/hosts, B TOM UucIiie M yHUBEPCATIbHBIN 1p — ajipec Bcex

YIPaBJISAIOMUX cepBepoB, enunbiid s Becex. K mpumepy 10.10.10.10 kuber (mpu ycmoBuwm, uto
ocranbHbIe y3isl 10.10.10.0-9,11-255)

OTKIIFOUHUTH SWaP - JUIsl 9TOr0 KOMMEHTHPYEM CTPOKY B (aiiie /etc/fstab
#/swap.img none swap sw O O

B @aiine /etc/sysctl.conf packoMmmeHTHUpPOBATH CTPOKY:
net.ipv4.ip_forward=1

I[aﬂee B KOHCOJIK BOCITPOMU3BCCTH KOMAH/IbI:

cat <<EOF | sudo tee /etc/modules-load.d/k8s.conf
br_netfilter

EOF

cat <<EOF | sudo tee /etc/sysctl.d/k8s.conf
net.bridge.bridge-nf-call-iptables = 1

EOF

Ilepesarpy3uts cepsep
BrinonauTh CJICAYIOIUC KOMAaHAbI:
sudo modprobe overlay

sudo modprobe br_netfilter
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[IpousBecTn MHCTALUIAIMIO YTHIIAT Kubeadm (c €€ MOMOIIBIO TPOU3BOJAUTCS PA3BEPTHIBAHNE
npoaykra), kubectl (ympaBienue cuctemoil) u ympapisiomiero mporecca kubelet, BbImomHUB
CIIEAYIOIE KOMaHbI:

sudo apt-get update

sudo apt-get install -y apt-transport-https ca-certificates curl

sudo curl -fsSLo /usr/share/keyrings/kubernetes-archive-keyring.gpg
https://packages.cloud.google.com/apt/doc/apt-key.gpg

sudo echo "deb [signed-by=/usr/share/keyrings/kubernetes-archive-keyring.gpg]
https://apt.kubernetes.io/ kubernetes-xenial main™ | sudo tee /etc/apt/sources.list.d/kubernetes.list

sudo apt-get update

sudo apt-get install -y kubelet kubeadm kubectl

sudo apt-mark hold kubelet kubeadm kubectl

YcraHoBKa epBOro y3ena ynpaBisoLed II0CKOCTH

Jns obecriedyeHus] OTKAa30yCTOWYMBOCTU YMPABISAIOUICH IIOCKOCTH KJAacTepa YCTaHOBUM
uHCTpyMeHT keepalived komaH0i4:

sudo apt install keepalived

Coznanum (Qaiin ynpaBieHUs yCTAHOBKOH JIJIsl CEPBEPOB YIPABIISAIONIEH MIIOCKOCTH

sudo nano /etc/keepalived/keepalived.conf:

vrrp_instance VI_101 {
state BACKUP
interface ethO
virtual_router_id 101
priority 100
advert_int 1
nopreempt
authentication {
auth_type AH
auth_pass iech10pee

}
virtual_ipaddress {
172.16.1.240

}

}

3necy 172.16.1.240 — BupTyanbHbI ip-afpec, HaAXOJAIIMNACA B TOW K€ MOJCETH, YTO M ip-
azipeca XOCTOB YTNPABIISIONICH INIOCKOCTH, €ANHBIN I BCEX 3THX XOCTOB, XKEIATEIFHO OTINYaTCS
oT paboueii mockoctu k npumepy 10.10.10.10 ,a 'y paboueii 10.10.10.11.

auth_pass - gomkeH oTaMYaThCsl XOTA0bI Ha 1 CMMBOJ OT paboyell MIOCKOCTH,TaK K€ KakK 1
vrrp_instance VI_* u virtual router id *

3anycTuth ciyx0y keepalived crenyroreit komaH0¥:
sudo systemctl enable keepalived && systemctl start keepalived && systemctl status
keepalived

Coznmanate (aitsn ynpaBieHUs] HHCTAJUIAIHEH
sudo nano /opt/kubeadm-config.yaml:

apiVersion: kubeadm.k8s.io/v1beta3
kind: InitConfiguration
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nodeRegistration:
local APIEndpoint:

advertiseAddress: "172.16.1.201"
apiVersion: kubeadm.k8s.io/v1beta3
kind: ClusterConfiguration
kubernetesVersion: stable
apiServer:

certSANSs:

-"127.0.0.1"

-"172.16.1.240"

-"172.16.1.201"

-"172.16.1.202"

-"172.16.1.203"
networking:

podSubnet: 10.32.0.0/12
controlPlaneEndpoint: "172.16.1.240:6443"

I'ne advertiseAddress: "172.16.1.201" Ttekymuii cepBep Ha KOTOPOM MPOBOIUTCS
pa3BopaunBanue k8s, Ha octanbubix Oyner 202-204 u t.1. B mynkt CertSANS mponuceiBaeTe Bce
Bam Oyaymue ympasisitonque ysinel. B ctpoke controlPlaneEndpoint: "xxx.xxx.xxx.xxx:6443"
NPONKCAaTh CBOW BHUPTYAIbHBIA ip-aJpec, €IWHBIA IS BCEX YIpaBisommx y3imoB.OH Tak ke
IPOMNKCHIBACTCS B OOLIUI CITUCOK.

[Tocne pazBopaunBanus k8s 1 Bcex y3I10B, 3TOT (aiisl Hy>kKHO yOpaTh U3 ATOH NankH Kyaa-iioo
B apXMB WM B 3alIUILIEHHOE XPaHWINIIIE.

IIpoBecTu pa3BepThIBaHUE:

cd /opt

sudo kubeadm init --config=kubeadm-config.yami

B pe3ynbrare 10/KEeH NOTYYUTHCS MPUOIU3UTENIBHO TAKON BBIBOJ:

Your Kubernetes control-plane has initialized successfully!
To start using your cluster, you need to run the following as a regular user:

mkdir -p $SHOME/.kube
sudo cp -i /etc/kubernetes/admin.conf $HOME/.kube/config
sudo chown $(id -u):$(id -g) SHOME/.kube/config

You should now deploy a pod network to the cluster.
Run "kubectl apply -f [podnetwork].yaml™ with one of the options listed at:
https://kubernetes.io/docs/concepts/cluster-administration/addons/
You can now join any number of control-plane nodes by copying certificate authorities
and service account keys on each node and then running the following as root:
kubeadm join 172.16.1.201:6443 --token 800y30.i84xjwv8azfpynrd \
--discovery-token-ca-cert-hash
sha256:4c065256¢63c5¢7dd7f5f21fb00f18dd9c4b627b075b3add3ala7 \
--control-plane
Then you can join any number of worker nodes by running the following on each as root:
kubeadm join 172.16.1.201:6443 --token 800y30.i84xjwv8azfpynrd \
--discovery-token-ca-cert-hash
sha256:4c065256¢63c5¢7dd7f5f21fb00f18dd9c4b627b075b3add3ala7
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HOJ‘ILSYSICB YKa3aHHBIMU B 0J10Ke BBIBOJIJa KOMaHJaMH, BO3MOXHO YCTAaHOBUTH B KJIIACTEP
kubernetes nonosHUTENBHBIE Y37Ibl. B CBSA3M C 3TUM BBIBOJ] PEKOMEHAYETCS COXpaHUTh. TOKEHBI B
COCTaBC€ KOMaH/ ,Z[efICTBPITeJII)HI)I B TeueHue 1 CYTOK.

Ecnu co BpeMeHr MHCTAIUISALUY TIEPBOTO y3Jia MPOILIo 00Jiee CYTOK U TOKEH YCTapell, MOXKHO
IMOJIYYHUTD HOBBIﬁ, BBIIIOJIHMB HA HCM KOMAH/1y:

sudo kubeadm token create --print-join-command

Hactpouth Tekymmii y3en mjig yOpoIleHHs aJIMUHUCTPUPOBAHMS KiacTepa M3 KOMaHIHOMN
CTPOKH. I[HSI 9TOI'0 BBIIOJHUTL CICAYIOINIUC KOMAH/bI:

sudo mkdir -p ~/.kube

sudo cp -i /etc/kubernetes/admin.conf ~/.kube/config

Ycranosutb CNI-ciryx0y Weave.

Buaumanue! Ilepen ycranoBkoit Weave yoeauTech B TOM, 4TO UACHTH(GHUKATOP y3J1a KilacTepa
B (haiine /etc/machine-id uist pa3HBIX y3J10B KiacTepa - pa3Hblii! OH MOXKET 0Ka3aThCs OJMHAKOBBIM,
€CJIM y3JIaMHU KJIacTepa SIBJISIFOTCS] BUPTYallbHbIE MAIIMHbI, YCTAHOBJICHHBIE METOJOM KJIOHUPOBAHHSL.
Weave 1o yMoT4aHHIO BEIOUpPAET MOCETH JUIS y3J71a Ha OCHOBE 3TOT0 HACHTH(HUKATOPA, YTO B CIydae
UICHTUYHOCTH HJIEHTU(PUKATOPOB Ha Pa3HBIX y3jJaxX MNpUBOAMT K KoH(uukram I[P-ampecos
KOHTEHHEPOB.

J171s1 yCTaHOBKH BBITIOJIHUTH CJIEIYIOIINE KOMAaH/bI:

sudo kubectl --kubeconfig /etc/kubernetes/admin.conf apply -f
https://github.com/weaveworks/weave/releases/download/v2.8.1/weave-daemonset-k8s.yaml

Y CcTaHOBUTH OCTAJIbHBIC Y3JIbI ynpaBHHIOLHGﬁ IJIOCKOCTHU. BBINIONIHAEM BCHO HHCTPYKIHIO
BILUIOTh JI0 paszena «3amyckaem ciyxkOy keepalived», Ho keeplived BpeMeHHO OcTaHaBIMBacM
KOMaH0M:

sudo systemctl stop keepalived

ITocne BBITOIHUTH CJIeaAyromue 3ajavuu:

KonmpoBare ¢ mepBoro ys3ma Ha HOBBIM y3en kimroueBble mapbl /etc/kubernetes/pki/ca.*,
letc/kubernetes/pki/front-proxy-ca.*,  /etc/kubernetes/pki/sa.*, /etc/kubernetes/pki/etcd/ca.* B
OJHOMMCHHBIC KaTaJIOT!.

sudo kubeadm join XXX.XXX.XXX.XXX:6443 --token quOcbm.32ublwswwkhdv417 --discovery-
token-ca-cert-hash
sha256:c936b6b86007dbe5fhe953c71f4371c6311ae87c1fh5478bab00f8f2e59¢2512 --control-plane

3/1ech XXX.XXX.XXX.XXX - BHUPTyaJIbHBIM Ip-aipec yHpaBiAlOIIEeld IUIOCKOCTH, 3HAuY€HUs
napamerpoB --token u --discovery-token-ca-cert-hash 6epyrcs u3 BbIBo/Ia Ha KOHCOJIb B pE3yJIbTaTe
YCTaHOBKH TEPBOTO y3Jia JIMOO B PE3yJIbTATe BHIMOTHEHUSI KOMAH/IbI:

sudo kubeadm token create --print-join-command

Y6G,I[I/ITBC$I, YTO HHTCrpanudga HOBOTO Y3Ja ynpaBn;I}omeﬁ IJIOCKOCTU B KJIACTEP
OCYyIIIeCTBUJIACh, HA PucyHok 1
sudo kubectl get nodes -o=wide

STATUS ROLES G - AL-TIP 0S-IMAGE A CONTAINER-RUNTIME
tead 172 201 Ubuntu 20.84.4 LTS - Jat containerd://1.5.9
L - i containerd
containerd
containerd

containerd

Hactpouth Tekymmii y3en misd yOpoIIeHHs aJIMHUHUCTPUPOBAHMS KiacTepa M3 KOMaHIHOMN
CTPOKHU:

sudo mkdir -p ~/.kube

sudo cp -i /etc/kubernetes/admin.conf ~/.kube/config

sudo systemctl start keepalived
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Hanee ecnu Tpedyercst OObINE YNPABISIOMMX y37I0B (OOBIYHO UX MUHUMYM 3), TIOBTOPSiEM
HWHCTPYKIHUIO JJIs1 BTOPUYHLIX Y3JIOB.

3.2.2 Ycranoska k8s (kubernetes) — padouune y3abi(work)

YcranoBuTh Containerd, BHIMOJHUB CICIYIOIINE KOMAH/IbI:

sudo apt install containerd

Hactpouts containerd, 1uist yero cos3naTs (aiin KOHPUTYpaui KOMaHIaMU:

sudo mkdir -p /etc/containerd

sudo containerd config default > /etc/containerd/config.toml

3amyctuth containerd, BBIMOJIHUB KOMaHIY:

sudo systemctl enable containerd && systemctl start containerd && systemctl status containerd

OTkmounTh OpaHaMaysp WM IpPOMKCaTh paspeineHue ciayxebHoit cersro Kubernetes
10.32.0.0/12.

sudo ufw disable niu ufw allow from 10.32.0.0/12

[Tponcats uMst xocTa B /etc/hostname eciu He PoONUCaHO

[Iponcate HacTpamBaembie y3ibl B /etc/hosts B TOM uuciae WM YHMBEPCAJIbHBIA 1p BCex
yOpaBIsAOLUX cepBepoB ,eauHblid 11 Bcex. K mpumepy 10.10.10.10 kuber(mpu ycnoBuu, yto
ocranbHbIe y3ibl 10.10.10.0-9,11-255)

OtximrounTh SWap. Jlis 3Toro KOMMEHTHPOBATh CTPOKY B (haiine /etc/fstab

#/swap.img none swap sw O O

B daiine /etc/sysctl.conf packoMmmMeHTHPOBATH CTPOKY:

net.ipv4.ip_forward=1

I[anee B KOHCOJIX BBIITOJITHUTH KOMAH/bI:

cat <<EOF | sudo tee /etc/modules-load.d/k8s.conf

br_netfilter

EOF

cat <<EOF | sudo tee /etc/sysctl.d/k8s.conf

net.bridge.bridge-nf-call-iptables = 1

EOF

[Tepe3amycTuTh cepBep, BBIITOIHUB CICIYIOMINE KOMAH/IbI:
sudo modprobe overlay
sudo modprobe br_netfilter

[TpousBectu ycraHoBky yTwiuT kubeadm (c ee momolpi0 MpOU3BOAMTCA DPa3BEPTHIBAHUE
npoaykTa), kubectl (ympaBnenue cuctemoil) u ympasistoiiero mnporecca kubelet, BbImonHuB
CIIeAYOIINE KOMAHBL:

sudo apt-get update && sudo apt-get install -y apt-transport-https ca-certificates curl

sudo curl -fsSLo lusr/share/keyrings/kubernetes-archive-keyring.gpg
https://packages.cloud.google.com/apt/doc/apt-key.gpg

sudo echo "deb [signed-by=/usr/share/keyrings/kubernetes-archive-keyring.gpg]
https://apt.kubernetes.io/ kubernetes-xenial main™ | sudo tee /etc/apt/sources.list.d/kubernetes.list

sudo apt-get update

sudo apt-get install -y kubelet kubeadm kubectl

sudo apt-mark hold kubelet kubeadm kubectl

Y CTaHOBUTH NEPBBIN y3€1 YIPABISIOMIEH INTOCKOCTH.

Jns obecniedyeHUs] OTKa30yCTOMUMBOCTH YNPABIAIOUIEH IUIOCKOCTH KJacTepa YCTaHOBUTH
uHcTpyMmeHT keepalived komanmo¥:

sudo apt install keepalived

Coznate ¢aiin ynpaBlieHUsT WHCTAJUISAIUEN N7 cepBepoB C pabouumu y3iamMu (paboueit
wiockocTH) /etc/keepalived/keepalived.conf:
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vrrp_instance VI_102 {
state BACKUP
interface ethO
virtual_router_id 102
priority 100
advert_int 1
nopreempt
authentication {
auth_type AH
auth_pass iechllpee

}
virtual_ipaddress {
172.16.1.244

¥

}

3neck 172.16.1.244 - BupTyanbHbIil ip-afpec, HaXOASIIUKCS B TOH e MOJICETH, UTO U ip-aapeca
XOCTOB pabodeil TUIOCKOCTH, €IWHBIM I BCEX OSTHUX XOCTOB, JKEJIATCIBHO OTJINYATCS OT
ynpasisitoieit miockoctu k npumepy 10.10.10.10 ,a y pa6oueit 10.10.10.11.

auth_pass - nosmkeH OTIMYaThest XOTA Obl HAa | CHMBOJI OT yNpPaBISIOIIEH TIIOCKOCTH, TaK JK€
Kak u vrrp_instance VI _* u virtual router id *

AxTtuBupoBath ciyx0y keepalived, Ho He 3amyckaTh. [1Jis 3TOTO HCIIOIB30BATh KOMAHY':

sudo systemctl enable keepalived

sudo kubeadm join XXX.XXX.XXX.XXX:6443 --token quOcbm.32ublwswwkhdv417 --discovery-
token-ca-cert-hash
sha256:c936b6b86007dbe5fhe953c71f4371c6311ae87c1fb5478bab00f8f2e59¢c2512

3,I[eCL XXX XXX XXX XXX - BI/IpTyaJ'ILHHﬁ ip-aﬂpec ynpaBnﬂIomeﬁ IIJIOCKOCTH, 3HAYCHHA
napameTpoB --token u --discovery-token-ca-cert-hash 6GepyTcst U3 BbIBOIa Ha KOHCOJIb B pe3yJibTaTe
HWHCTAJUIAIUHA IICPBOTO y3Jia 00 B PE3YJIbTATC BBINTOJHCHUA KOMAaHAbI Ha YIIPABJIAOIICM Y3JIC:

sudo kubeadm token create --print-join-command

sudo kubectl get nodes -o=wide

Pe3ynbpTaT BEINOJTHEHUS KOMaHJbI IPCACTAaBJICH Ha PucyHnok 2
STATUS ROLES AGE ON INTERNAL -IP RNAL -IP 05-IMAGE
Ready control-plane b 1.201 Ubuntu 2@
Ready <none> ubuntu 2@ B 2

Ubuntu .4 0- L conta

Ubuntu .4 S 4. i containerd
Ubuntu

I[Tocrne, mepe3arpy3uTh Bece pabodre y3iIbl.
3.3 V¥Ycranoska Nexus ¢ docker

3.3.1 ¥YcranoBka nexus
BrInosHUTH cieayronme KOMaHIbl:
sudo apt install openjdk-8-jre-headless
sudo useradd -M -d /opt/nexus -s /bin/bash -r nexus
sudo echo "nexus ALL=(ALL) NOPASSWD: ALL" > /etc/sudoers.d/nexus
sudo wget https://download.sonatype.com/nexus/3/latest-unix.tar.gz
sudo tar -zxvf latest-unix.tar.gz -C /opt/
sudo mv /opt/nexus-3.30.1-01 /opt/nexus
sudo chown -R nexus:nexus /opt/nexus /opt/sonatype-work
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sudo nano /opt/nexus/bin/nexus.rc

pacKOMEHTHpOBATh run_as_user="nexus"

sudo nano /etc/systemd/system/nexus.service

CO3[[aTL FOHUT, BBIIIOJIHUB CICAYIOIIHC I[CflCTBPI?IZ

[Unit]

Description=nexus service

After=network.target

[Service]

Type=forking

LimitNOFILE=65536

ExecStart=/opt/nexus/bin/nexus start

ExecStop=/opt/nexus/bin/nexus stop

User=nexus

Restart=on-abort

[Install]

WantedBy=multi-user.target

3aHy0TI/ITB CCPBUC, BBIIIOJIHUB KOMAHY:

sudo systemctl daemon-reload && systemctl start nexus && systemctl enable nexus

CkomupoBaTh CreHepUPOBaHbIi Maposib st admin:

nano /opt/sonatype-work/nexus3/admin.password

Ilepeiitu B Opay3epe 1o ip-aapec-nexus u mopt 8081 (ITpum. 0.0.0.0:8081)

B npaBom BepxHEM yIily HaXaTh KHOIIKY «Sign iny», BBECTH JIOT'HH «adminy» ¥ napoJib, KOTOPbIii
OBLII CKOITUPOBAH PaHEe.

Jlns ucnionb3oBaHus NEXUS kak xpanuiuiie docker registry tpedyercs ycranoButs docker.

3.3.2 ¥Ycranoska docker

Brinonnute CJICAYIOIUMC KOMaHbI:

sudo curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo apt-key add -

sudo add-apt-repository "deb [arch=amd64] https://download.docker.com/linux/ubuntu bionic
stable™

sudo apt update

sudo apt-cache policy docker-ce

sudo apt install docker-ce

3aIyCcTUM CEpBUC U MIPOBEPUM

sudo systemctl enable docker && systemctl status docker

Cospnatsb ¢aitn daemon.json B /etc/docker/

{
"insecure-registries” : [
"ip-axpec cepepa nexus:8085"
]

}

[Mepesamyctuth docker koMaH10¥:

sudo systemctl restart docker

[lepeiitu B Opaysepe 1o ip agpecy nexus u mopt 8081(ITpum. 0.0.0.0:8081)

3aiiTi B HACTPOWKHM TIOJ yUETHOU 3amuchio «adminy B paszmen «repositoriesy, manee Haxarh
KHOIIKY «Create repositories» u Beiopath docker(hosted) kak mokazano Ha PucyHok 3.
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Pucynok 3 — Jlo6aBiieHue perno3utopust

Select Recipe / | Create Repository: docker (hosted)

Name: A unique identifier for this repository
docker-registry
Online: 1 If checked, the repositary accepts incoming requests

Repository Connectors

Connectors allow Docker clients to connect directly to hosted
registiies, but are not always required. Consult our documentation for
which connector is appropriate for your use case. For information on
scaling the repositories see our scaling documentation.

HTTP:

Create an HTTF connector at specified port. Normally used if the server is behind & secure proxy.

v 8085 =
HTTPS:

Craste an HTTRS connactor at specified pore Normally used ¥ the server is configurad for haps.

Allow anonymous docker pull:

Allow anonymous docker pull { Docker Bearer Token Realm required )

Docker Registry APl Support

Enable Docker V1 APIL:

] Allow clients to use the V1 APl to interact with this repesitory

Storage

Blob store:
Blob store used to store repository contents

default

Strict Content Type Validation:

1 Validate that all content uploaded to this repository is of 8 MIME type appropriate for the repository format

Pucynok 4 — Hactpoiika docker

Jlasiee BHM3Y HaXaTh KHOIKY «Createy.

B koHcom cepBepa NEXUS mpou3BecTH BXO B NEXUS-dOCKer cieayromiei KoMaH 10:

sudo docker login -u admin ip-agpec-nexus:8085 u maposs admin

Co3aTh 3amaud aBTOMATH3AIMK NEXUS JJIsi OYMCTKH KJIIa, 0700 M YCTapeBIIMX JIOKep
KoHTeitHepoB. 11 aToro nepeiitu B Opay3epe 1o ip aapecy nexus u nopT 8081 (ITpum. 0.0.0.0:8081).
3aiiTH B HACTPOWKM M3-TIOJ YUCTHO# 3ammcu «adminy, B pasmen «System-tasksy». Haxars KHOMKY
«create task» u BbIOpaTh THII TaCKa U HACTPOMKH KaK yKa3aHO Ha PucyHok 5 — PucyHok 7.
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® Tasks ' © compact blob (Admin - Compact blob store)

@ Deletetask  p Run M =

Summary Settings

Task enabled:
] Tris nag cetermines It me task Is cunentyy active. To cisabie this task for & period of ime. de-select tnis CNECKDOX.
Task name:
A name for g SCNECUIET task
compact blob

Notification ema

Tne emall agaress where an emall will D& sent In Case that task execution falis

Blob store:
Select the biob store to compact

default -

Task frequency:

The Tequency IS 138Kk will run. Manual - IS 1ask Can Ofly BE rUN Manually. ONCE - FUN the task ONCe &t he SpeciMed cate tme. Dally -
rUn e tEsk every 4y 51N LoSCEd IME. WEEKIY - TUn the TIEK Svery WESK on the SpECTEC day 21 The spacifed Tme. Montnly - run tne
task every month on the specied Cayis) and Time. Acvanced - run the task using the suppiled cron string

Daily -

Start date:

0115/2019

Time to run this task:
The time this task shouid start on @3ys It will run In your time zone GMT=-0300 (Mocksa. cTa#13pTHOS EPEMA).
00:45 -

s |

Pucynok 5 — BeinosiHeHUE HaCTPOMKHU

® Tasks / © clear (Maven - Delete SNAPSHOT)

@ Deletetask P Run [l

Summary  Settings

iaan SHEmTu.
o Tris nag cenermines *Ine 188K 15 curmently BCIve. To GISADE IS TAEKT0r 8 PENIOT OF M, DE-LeI8CT IS CNECKDAK.
Task name:
A name for e scheauiea tas

clear

Notification emall:

The emall BOGrESS whene 8 emall will D& S8 In CBSE ThET TASK $48CUTON TBIIS

Repository:
SEECTTIE MavEn [EROSTONY OF FEPOSTIONY GrOUD 19 TEMONVE STAPENaTS Tom.
(All Repositories) -
Minimum snapshot count:
Minimum AUMDET Of SNZPSNOSS 10 K22p Tar onE GAV.
2 -
Snapshot retention (days):
Diiete 4l Snapsnots oicer than this, provided we still keep the minimum number specified.
0 s
-
Remeove f released:
|_| Desste a1 snapsnats that nave & COMESpOnaing reiease
Grace period after release (days):

The grace perion Quring WEN STEPSNGES WITN SN S55OCIRtET reease will Nt DS DEIEte.

Task frequency:

T frequency TIE TESi WIN TN, MENUE! - TS THSK CEN OV F TUN MANUERY, ONCE - TUNTNE 18K ONCE STINE SPECMEC Cate Tme. DENy -
Tun the task evary Cay # the SDecied Tme. Wesidy - run Ihe 1Sk every Week on Ine SpECEd day 1 the SORCNed Tme. Momtny - run the
15K EveTy MONIN 6N INE EPECTIE] GAY(E) BNG TIME. ACVANCED - Fun THE TAEK USING TN SUPPIEA CIon STINg

Daily -
Start date:

0115/2019

Time to run this task:

The time tis task SHOLIC SIAM 0N G2yS T WillfUA 1A YOUr ime 20ne GMT-0300 (MOGKEA, CTaHAAATHOS BpELE|
00:00 -

PucyHnok 6 — BeinonHeHne HacTpOHKH
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Task enabled:

W Stop
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Tasks ) docker-clean (Docker - Delete unused manifests and images)

v This flag determines if the task is currently active. To disable this task for a pericd of time, de-select this checkbox

Task name:
A name for the scheduled task

docker-clean

Notification email:

The email address where an email will be sent if the condition below is met

Send notification on:

Conditions that will trigger a notification email
Failure

Repository:

Select the Docker repository to clean up
docker-registry

Deploy offset in hours:

Manifests and images deployed within this period before the task starts will not be deleted

96

Task frequency:

The frequency this task will run. Manual - this task can only be run manually. Once - run the task once at the specified date/ti

run the task every week on the specified day at the specified time. Monthly - run the task every month on the specified day(s

Weekly
Start date:
06/03/2022

Time to run this task:

The time this task should start on days it will run in your time zone GMT+0300 (MockEa, CTaHO3PTHOE EPEMA).

e Yol

Pucynok 7 — BeinoiaHeHre HaCTpOHKH

3.3.3 Hacrpoiika nexus-docker

HaxxaTb Ha KHOIIK Ka3aHHo# Ha PucyHoxk 8.
Sonatype Nexus Repository Manager

055 3.381-01

Administration

¥ [ Repository

£ Repositories

© & a

= Repositories Manage repaositories

© Create repository -—

Name 1

cuba-releases

£ Blob Stores =
. docker-regist
2 Cleanup Policies JE
z% gradle-release
£ Content Selectors
=% maven-central
P o _
I\ Logdj Visualizer B  maven-public
% Proprietary Repositories maven-releases
- maven-snapshots
= Routing Rules P
& node-proxy
v @ Security
5 nodereleases
O Eee
Privileges & npm-releases
2 Roles & spring-releases

A llcare

Pucynok 8 — KHonka co3nanus penosutopust
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[Tocne BeiOpaTh docker(host).

[Tocne BBICTaBUTH Takue ke HacTpoiku. Ilopt moboit He 3aHATHIN, UM Tak ke ob0oe. Https
JydIlie HacTpauBaTh OOPATHBIA MIPOKCH yepe3 nginxX. Tak kak NexXus padoTaeT Ha eclipce jetty Henmb3s
UCTIOJIb30BaTh CAMOTIOATIMCAHbBIE CePTU(UKATHL.

Tax ke co37aTh HOBBIM Tack, MHAYE Yepe3 KaKoe-TO BPeMs CepBEp MEPETOTHUTCS.

[Tocne Ha cepBepe, rae NEXUS BBITTOIHUTH KOMAH/Y:

sudo docker login -u admin 172.16.1.214:8085

A 3aTeM BBECTH Mapojb AMUHUCTPATOPA NEXUS.

3.4 YcranoBka u HacTpoiika kiaacrepa kafka

3.4.1 YV¥YcranoBka Java
BrinosHuTh cieayronme KoMaHIbl:
sudo apt install openjdk-8-jdk —y
[TpoBepuTh pabOTOCIIOCOOHOCTD CACAYIONICH KOMAaH/IOM
java -version
openjdk version "1.8.0_342"
OpenJDK Runtime Environment (build 1.8.0_342-8u342-b07-0ubuntul~20.04-b07)
OpenJDK 64-Bit Server VM (build 25.342-b07, mixed mode)

3.4.2 YcranoBka u HacTpoiika zookeeper

BrimmonHuts CJICAYIOIMC KOMAH/bI:

cd /opt

sudo waget http://mirror.linux-ia64.org/apache/zookeeper/zookeeper-3.6.3/apache-zookeeper-
3.6.3-bin.tar.gz

sudo tar -zxvf apache-zookeeper-3.6.3-bin.tar.gz

YcTaHOBUTH U CKOH(pUTYpHUpOBaTh ZOOKeeper:

Co3znarp KaTanor /etc/zookeeper

KonupoBats B HEero coaepkuMoe karaiora /opt/apache-zookeeper-3.6.3-bin/conf

Co3pnats ¢aiin zoo.cfg, ucrons3ys mwabiaon zoo sample.cfg

Penaxtuposarts /etc/zookeeper/zoo.cfg:

sudo nano etc/zookeeper/zoo.cfg

dataDir=/var/lib/zookeeper

autopurge.snapRetainCount=3

autopurge.purgelnterval=1

server.1=172.16.1.241:2888:3888

audit.enable=true

4lw.commands.whitelist=stat

admin.enableServer=false

[locnenusist  crpouka HEOOXOaWMa, €CIM  HEOOXOJAMMO  3alpeTUTh  BO3MOXKHOCTh
aaMuHucTpupoBanus Zookeeper c¢ nomouisto HTTP API. Ilo ymonyanuio aHHas BO3MOXXHOCTb
aKTHBHA, B pe3yibrare dero Zookeeper 3anumaer mopt TCP 8080, u BO3MOXKHBI KOHQIMKTHI
C ApyruM mnporpaMMHBIM obecnieuenueM. Ecam xe Tpe6yeTc;1 COXPAaHUTHL BO3MOKHOCTH pa60TBI
¢ atuM API, pexomenayercs cmenuts nopt ¢ 8080 Ha apyroi. ITo nenaercs MyTeM 3aMeHbl CTPOKHU

admin.enableServer=false

HA CTPOKY:

admin.serverPort=xxxx.

Ecnu B cucteme 6omee omHoro y3na Zookeeper, 100aBIsSIOTCS CTPOYKH

# server.2=<ip-kafka-server-2>:2888:3888

# server.3=<ip-kafka-server-3>:2888:3888

10 YHUCIY Y3JIOB C YKAa3aHUCM ip-aﬂpeCOB 9TUX Y3JIOB.

Co3snathb karaior /var/lib/zookeeper

sudo mkdir /var/lib/zookeeper
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Cosmatp B kKatanore ¢aita myid
sudo nano /var/lib/zookeeper/myid
Brectu Tyna mudpy, COOTBETCTBYIONIYIO ip-aJIpecy y3Jia U3 CTPOYEK

"server. N=xxx.XxX.xxx.xxx:2888:3888" B (aiine zoo.cfg:

N

Cosnarts ¢aiin /opt/apache-zookeeper-3.6.3-bin/bin/zkStart.sh

sudo nano /opt/apache-zookeeper-3.6.3-bin/bin/zkStart.sh

Conepxumoe:

#!/usr/bin/env bash

Z0OO_LOG_DIR=/var/log/zookeeper Z00O_LOG4J) PROP="INFO,ROLLINGFILE'
/opt/apache-zookeeper-3.6.3-bin/bin/zkServer.sh start

Cnenath zkStart.sh ucronusiemsim (755).

Cosmarts (aiin /etc/systemd/system/zk.service

Conepxumoe:

[Unit]

Description=Zookeeper Daemon

Documentation=http://zookeeper.apache.org

Requires=network.target

After=network.target

[Service]

Type=forking

WorkingDirectory=/opt/apache-zookeeper-3.6.3-bin
ExecStart=/opt/apache-zookeeper-3.6.3-bin/bin/zkstart.sh
ExecStop=/opt/apache-zookeeper-3.6.3-bin/bin/zkServer.sh stop

TimeoutSec=30

Restart=on-failure

[Install]

WantedBy=default.target

sudo nano /etc/zookeeper/conf/myid

r7ie 3aMeHNuTh Bc€ Ha "1" a1 mepBoro cepsepa, A Broporo — Ha "2", mi1s Tpetbero — Ha "3")
[TpoBepuTh pabOTOCTTIOCOOHOCTD, BHIIOTHUB KOMaH/Y:

sudo systemctl restart zookeeper

sudo systemctl status zookeeper

Craryc ZooKeeper npeacrasiieH Ha Pucynok 9.

; vendor preset: ena d)
MSK; 2 months 16 days ago
Docs:
Main PID: 785
44 (Limit: 4541)
300.6M

ZoocKeeper JM;

ZooKeep J
Using config

Pucynok 9 — Craryc ZooKeeper

telnet 172.16.1.241 2181

3.4.3 Y¥Ycranoska Kafka.
Ckayatnb ApXUB U MMOATIOTOBUTH KAaTaJIOT'U:
cd /opt/
sudo curl https://apache-mirror.rbc.ru/pub/apache/kafka/3.0.2/kafka_2.13-3.0.2.tgz
sudo cp ./kafka_2.13-3.0.2.tgz ./kafka.tgz
sudo rm ./kafka 2.13-3.0.2.tgz
sudo tar -xf kafka.tgz
sudo mv kafka 2.13-3.0.2 kafka
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sudo useradd kafka
sudo nano /etc/passwd
rae kafka:x:1000:1000::/home/kafka:/bin/sh — merssem
Ha kafka:x:1000:1000::/opt/kafka:/usr/sbin/nologin
Hacrpoiika /etc/passwd npencrasiena va Pucynok 10

Pucynok 10 — Hacrpoiika /etc/passwd

sudo chown -R kafka:kafka /opt/kafka/

sudo chmod -R 755 /opt/kafka/

sudo mkdir /var/log/kafka-logs/

sudo chown -R kafka:kafka /var/log/kafka-logs/

sudo chmod -R 0755 /var/log/kafka-logs/

Hactpouth KOHGUTYpallMOHHBIN (aiiiabl CIyKOBI Server:

sudo nano /opt/kafka/config/server.properties

npuMep KoH(pHUrypammu Server.properties:

broker.id=1(xnacrep, 1 cepsep “1”,BTOpoii “2” u T.1.)

listeners=PLAINTEXT:// 172.16.1.241:9092

advertised.listeners=PLAINTEXT:// 172.16.1.241:9092(knacrep, 1cepep

“172.16.1.241:9092” ,Bropoii “172.16.1.242:9092” u 1.1 )

log.dirs=/var/log/kafka-logs

num.partitions=4

num.recovery.threads.per.data.dir=1

zookeeper.connect=172.16.1.241:2181(ecnukiacTep TO Ha KaXIOM CEpPBEpPE IPOIKUCATH

172.16.1.241:2181, 172.16.1.242:2181, 172.16.1.243:2181)

zookeeper.connection.timeout.ms=18000

group.initial.rebalance.delay.ms=0

Crenyroriye HaCTPOHKH SErver.properties 100aBiIsiFOTCS TOJABKO MPH KITACTEPHOM PEXKUME U3

3x cepBepos kafka :

default.replication.factor=3

min.insync.replicas=2

offsets.topic.replication.factor=3

transaction.state.log.replication.factor=3

transaction.state.log.min.isr=1

acks=all

HacTpouTth KOHpUTYypalmoHHbIH (aiiibl ciyx0b1 Zookeeper:

sudo nano /opt/kafka/config/zookeeper.properties

npuMep KoHpurypauuu Zookeeper.properties st Kaxxaoro cepepa Kiiacrepa:

dataDir=/tmp/zookeeper

clientPort=2181

maxClientCnxns=0

admin.enableServer=false

HacTtpouts octanbHble CITyKOBbI:

sudo nano /opt/kafka/config/producer.properties

sudo nano /opt/kafka/config/consumer.properties

sudo nano /opt/kafka/config/connect-distributed.properties

sudo nano /opt/kafka/config/connect-standalone.properties

Kyna BHECEM JaHHBIC O KJIACTCPC:

bootstrap.servers=172.16.1.241:9092(ecinuknactep TO Ha KaXIOM CepBepe MPOMKCATh
172.16.1.241:9092, 172.16.1.242:9092, 172.16.1.243:9092)

CH@J’I&TB IOHUT, BBIIIOJIHUB CIICAYIOIIHEC KOMAaH/bI.
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sudo nano /etc/systemd/system/kafka.service
[Unit]

Requires=zookeeper.service
After=zookeeper.service

[Service]

Type=simple

User=kafka
Environment="JAVA_HOME=/usr/lib/jvm/java-8-openjdk-amd64/"
ExecStart=/opt/kafka/bin/kafka-server-start.sh /opt/kafka/config/server.properties
ExecStop=/opt/kafka/bin/kafka-server-stop.sh
Restart=on-abnormal

RestartSec=10

[Install]

WantedBy=multi-user.target

3alyCTUM U IIPOBEPUM:

sudo systemctl daemon-reload

sudo systemctl enable kafka.service

sudo systemctl start kafka.service

sudo systemctl status kafka.service

Craryc ceppuca Kafkanpencrapien na Pucynok 11.

md/system/k vendor preset
ince Mon 28 0 M 2 months 16 d

urqutur iz
ordinater 1]:
ordinator 1
oupC “oordinator 1]:
oupCoordinater 1]: up
oupCoordinator 1]: Member

PHcyHOK 11 CTaTyc cepauca Kafka

3.4.4 IlpoBepka KJjacTepa H CJIy:KO.
[MpoBeputs, uto noru numrytcs B /var/log/kafka-logs/, BeimonauB komany:
sudo Is —al /var/log/kafka-logs/

[IpoBepuTh OKpy’KE€HNE KOMaHI0M:

sudo jps

15926 QuorumPeerMain

28408 Kafka

28925 Logstash

3182 Jps

[TpoBepuTh, 4TO BCe OPOKEPHI PETUCTPUPYIOTCS B ZOOKEeeper KoMaH 101:

cd /opt/kafka/

Jbin/zookeeper-shell.sh 172.16.1.241:2181 Is /brokers/ids

Coctosinue OpOKEPOB NPHBENEHO Ha PucyHok 12.

root@template:/ n# ./zookeeper-shell.sh 172.16.1.241:2
Connecting to 1 1:2181

WATCHER: :

WatchedEvent state:SyncConnected type:None path:null

PI/ICYHOK 12 — Cocrosiaue OpoKepoB

Co3math TOMUK TpeMs pazzesnaMu U (pakTopoM perummkanuu 3 (3amycTuTh C JIF000ro cepBepa
KaJICTepa), BHIOJHUB KOMaH/IY:
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sudo ./bin/kafka-topics.sh --create --bootstrap-server 172.16.1.241:9092 --topic example-topic

--partitions 3 --replication-factor 1

Co3zanne Tonuka [IPUBE/IEHO Ha PHcyHOK 13 1 PrcyHok 14.

roo‘tLatempl ate:/opt/kafkasbin# ./kafka-topics.sh --create 16.1.241:9892 --topic example-topic --pa ns 3 --replication-factor 1
Created topic exampl

rout@temp]_ate., opt/kafkasbi

topic

topic

3.5
3.5.1

Pucynok 13 — Co3nanue Tonuka

IIPOBEPUM TOIHUK:

sudo ./bin/kafka-topics.sh --bootstrap-server 172.16.1.241:9092 --describe --topic example-

root@template: fopt/kafka/bin# soptskafkasbin/kafka-topics.sh --boot erver 172 909 z --descr ‘:‘\:‘1_-: example-topic
Topic: example-topic Topi cId P12ScnozRCWBGXVUBBUSMY partitionCo R um‘ g segment.bytes=1073741824
Topic: example-topic Partition: @ Leader: G sr:

Topic: example-topic  Partition: 1  Leader: @
Topic: example-topic _ Partition: 2  Leader: @
root@template: foptskafka/bin# i

Pucynok 14 — Cocrostnue Tonuka

[IpoBepuTh NOANMMCYMKOB KOMAH/IAMMU:
sudo ./bin/kafka-console-consumer.sh --bootstrap-server 172.16.1.241:2181 --topic example-
--from-beginning

sudo ./bin/kafka-topics.sh --list --list --bootstrap-server 172.16.1.241:9092

sudo ./bin/kafka-console-producer.sh --broker-list 172.16.1.241:9092 --topic example-topic
CocTosHIEe OANUCYNKOB HI/IBC,I[@HO Ha Puc HOK 15

rootLatemp1 ate: ,opt,l-aﬂ- a/bin# ./kafka-topics.sh --Tist - ver
r_offse

plate: /opt/kafka/bin# ./kafka-console-producer.sh --br list 172.16.1.241:9092 --topic example-topic

ot@template: /opt/katkasbin# I

Pucynok 15 — CocrosiHre noANMCUYUKOB

YcranoBka kiacrepa minio

YcranoBka minio Ha oHOM HOJe
Yo6eauteck, uro mopT 9000 OTKPHIT IJ1s BXOISIIHUX COCTUHCHHUI
1. Ckauath u 3aI1yCTUTh
sudo waget https://dl.minio.io/server/minio/release/linux-amd64/minio
sudo chmod +x minio
sudo mv minio /usr/local/bin
cd /usr/local/bin
OtkpsbITh http://127.0.0.1:9000 mmst npoBepku (wmu http://<ip-address>:9000/ )
Co3znarh MoaB30BATENS, U3-T10]] KOTOPOTO OY/IET 3aIyCKaThCsl CEPBUC KOMaHIaMHu:
sudo useradd minio-user
sudo nano /etc/passwd
IJie IoNKcaTh 3TOMY Mob30BaTento "/ust/sbin/nologin"
CrenaTth JUPEKTOPUM U JIATh TIPaBa MOJIb30BATEII0 MiNi0 KOMaH IOM:
sudo mkdir -p minio/data/
sudo chown -R minio-user:minio-user minio/
Coznath KOHPUTYpalMOHHBIN (ailsl ¢ TAKUMHU TapaMeTpaMu:
sudo nano /etc/default/minio
MINIO_VOLUMES="/minio/data"
MINIO_OPTS="--address :9000"
MINIO_ACCESS_KEY=HET7RAEFSHREJTJ409GCRR
MINIO_SECRET_KEY=HET7RAEFSHREJTJ409GCRR
KJIFOUH, KOTOPbIE MOKHO 3aMEHUTh Ha CBOU,IIEPBOE JIOTUH,BTOPOE MAPOJIb.
Crnenatp cepBHC, 3aIlyCTUB KOMaHY:
sudo nano /etc/systemd/system/minio.service
3amyCcTUTh CEPBUC U MPOBEPUTH €T0, BHIMOJIHUB CIEAYIOIINE KOMaHbI:
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sudo systemctl daemon-reload

sudo systemctl enable minio

sudo systemctl start minio

systemctl status minio
http://<ip-address>:9000/minio/login

3.5.2 YcraHoBka pacnpeeieHHOro minio
Ycranosuts Minio B pacupenenEHHOM PEKUME, BBITTOIHUB CIEIYIOIINE KOMAH/IbI:
sudo waget https://dl.minio.io/server/minio/release/linux-amd64/minio
sudo chmod +x minio
sudo mv minio /usr/local/bin
COBI[aTB IIOJIB30BATEIIsA, U3-I10J KOTOPOT'O 6y/:[eT 3aIllyCKaTbCsa CEPBHUC KOMaH,HOfI:
sudo useradd -r minio-user -s /shin/nologin
[IpoBepuTh, BBIOJIHUB KOMaH/y:
sudo nano /etc/passwd
IJie JI0MKcaTh 3TOMY Iojb30Bareto "/usr/sbin/nologin® komangoii:
JIaTh [IpaBa MoJIb30BATEI0 MINI0 KOMaH aMHu:
sudo chown minio-user:minio-user /usr/local/bin/minio
sudo chown -R minio-user:minio-user /minio/data
Coznath KOHPUTYpalMOHHBIN (ailyl ¢ TAKUMU TapaMeTpaMu:
sudo nano /etc/default/minio
MINIO_VOLUMES="http://10.1.250.107/minio/data http://10.1.250.108/minio/data
http://10.1.250.109/minio/data http://10.1.250.116/minio/data"
MINIO_OPTS="--address :9000"
MINIO_ACCESS_KEY=11UWNFEGSH6875FDKB50K
MINIO_SECRET_KEY=7mISV8uu3ESGEaJ+QEGSES43icJU9pgstRAVImMz+A

MINIO_VOLUMES nomkHO OBITH BHJIA:

MINIO_VOLUMES="http://<ip-minio-server-1>/minio/data http://<ip-minio-server-
2>/minio/data http://<ip-minio-server-3>/minio/data http://<ip-minio-server-4>/minio/data"

MINIO_ACCESS_KEY , MINIO_SECRET_KEY xiroun, KOTOphIE MOXXHO 3aMEHHUTH Ha
CBOM,IICPBOC JIOTUH,BTOPOC MMAPOJIb.

OpnunHakoBblll (ailn KOH(Urypanuu Ui BCEX CEPBEPOB,CKONMMPOBATh JAHHBIE B TAKUE XKeE
co3/laHHbIE (aiibl Ha cepBepax.

[TorpemHocTh BpeMEHM Ha cepBepax JOJIKHBI ObITh He Oosee 3 cekyH] (B KpallHeM ciyyae
yKa3aTh Ha BCIO OJIMHAKOBYIO aaTy/Bpems -#date MMDDhhmmYYYY.ss — date 070918422019.00)

C)IGJ'I&TI) CCPBUC, BBIIIOJIHHUB KOMaHI[y:

sudo nano /etc/systemd/system/minio.service

Cosmats unit

[Unit]

Description=Minio

Documentation=https://docs.minio.io

Wants=network-online.target

After=network-online.target

AssertFilelsExecutable=/usr/local/bin/minio

[Service]

WorkingDirectory=/usr/local/

User=minio-user

Group=minio-user

PermissionsStartOnly=true

EnvironmentFile=-/etc/default/minio

ExecStartPre=/bin/bash -¢c "[ -n \"${MINIO_VOLUMES}H" ] | echo \"Variable
MINIO_VOLUMES not set in /etc/default/minio\""
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ExecStart=/usr/local/bin/minio server SMINIO_OPTS $MINIO_VOLUMES
StandardOutput=journal

StandardError=inherit

# Specifies the maximum file descriptor number that can be opened by this process
LimitNOFILE=65536

# Disable timeout logic and wait until process is stopped

TimeoutStopSec=0

# SIGTERM signal is used to stop Minio

KillSignal=SIGTERM

SendSIGKILL=no

SuccessExitStatus=0

[Install]

WantedBy=multi-user.target

3aHy0TI/ITL CCPBUC U MMPOBCPUTH €TI0, BLIIIOJIHUB KOMaHObI.

sudo systemctl daemon-reload

sudo systemctl enable minio

sudo systemctl start minio

Hacrpoiika ELK nis coopa noros(He o0si3aTe/ibHA K yCTaAaHOBKeE)

IToy4nTh UCTOYHHK U IIPOU3BECTH YCTAHOBKY C IIOMOIIBIO CIEAYIOIINX KOMAaH/:

wget https://artifacts.elastic.co/downloads/elasticsearch/elasticsearch-7.17.2-amd64.deb
sudo dpkg -i elasticsearch-7.17.2.deb

wget https://artifacts.elastic.co/downloads/kibana/kibana-7.17.2-amd64.deb

sudo dpkg -i kibana-7.17.2-amd64.deb

wget https://artifacts.elastic.co/downloads/logstash/logstash-7.17.2-amd64.deb

sudo dpkg -i logstash-7.17.2.deb

ITpaBka sudo nano /etc/elasticsearch/elasticsearch.yml

network.host: 10.1.250.144

path.data: /var/lib/elasticsearch # aupexkTopust /151 XpaHEHUsI AaHHBIX (110 YMOJIYaHHUIO BCE yiKe

TaM, MPOCTO IPOBEPUTBH)

ITpaeka sudo nano /etc/kibana/kibana.yml
server.host: "10.1.250.144"

ITpaeka sudo nano /etc/logstash/logstash.yml
http.host: "10.1.250.144"

JloGaBiisieM B aBTO3arpy3Ky M 3alyCcKaeM

sudo systemctl enable elasticsearch.service

sudo systemctl start elasticsearch.service

sudo systemctl enable kibana.service

sudo systemctl start kibana.service

sudo systemctl start logstash.service

sudo systemctl enable logstash.service

[TpoBepuTh paboTOCIOCOOHOCTD CIAEAYIOUIMMHU KOMaHaMHU:
sudo systemctl status elasticsearch.service

sudo systemctl status kibana.service

sudo systemctl status logstash.service

Cratyc cepucoB ELK npexncrasien Ha Pucynox 16.
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FO

Pucynok 16 - Craryc cepBuco ELK

OtkpsiTh ccbUIKy uepes IE: http:// 10.1.250.144:9200/_cat/health?v

Craryc cepBucoB B |E npencrasnen Ha Pucynox 17.

o@L— hitp://10.1.250,144:9200/_cat/health?

Qaiin [paeks Bug VsGpauwoe Cepeuc Cnpaexa

2 - ¢|[& 10125014 ‘ |

T
1563824330 08:18:50 elasticsearc n green 1 1 o o o o o 0

imestamp cluster status node.total node.data shards pri Telo init unassign pending tasks max_task wait_time active_shards_pe

Pucynok 17 — Craryc cepucos B [E

Hacrpouts kafka.conf myist logstash crienyromumu komangamu:
sudo nano /etc/logstash/conf.d/kafka.conf
input {
kafka {
bootstrap_servers => "10.1.250.144:9092"
topics => ["eais-10g"]
codec => json
}

}

output {

elasticsearch {

hosts =>["10.1.250.144:9200"]
index => "eais-log"

workers => 1
}

}

Jloru logstash moctymusr B /var/log/logstash

COpoc 7noka WHIEKCa, TMPH HEOOXOIUMOCTH (HampuMep, aBTOJOK MPH HEXBATKE MECTA)

JOCTYIICH IIpHU ITOMOIIIH.

PUT eais-log/_settings

{

"index™: {

"blocks": {
"read_only_allow_delete": "false"
}

}

}



