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TepMHHBI U onIpeIeSIeHUst
B pykoBoaCTBE IPUMEHSIIOTCS CIIEAYIONINE TEPMHUHBI C COOTBETCTBYIOIIUMH OTIPEICICHUSIMHI
(Tabauma 1).
Tabnuma 1— Coucok TepMHUHOB M ONpeAeICHUN

Tepmun Onpenesenue
1 2
Be6-6pay3zep ATEHT MOoJb30BaTelIsl, MO3BOJISIONINMI MOJIB30BATEN0 MOJyYaTh U YUTATh
THIIEPTEKCTOBYIO UH(OPMAITHIO, IPOCMAaTpPUBAaTh COJIepIKaHue

TUIEPTEKCTOBBIX y3J10B (0OOBIYHO BEO-CTPAHUIIBI), TIEPEMEIIATHCS

OT OJHOTO y3Jla K JIpyroMy M B3auMOZEHCTBOBaTh ¢ MHGOPMAIIOHHBIM
HanosnnenneM (('OCT P UCO 9241-151-2014)

Kiacrep MaccuB B3aUMOCBSI3aHHBIX CEPBEPOB JII OJHON CHCTEMbI WU CIIyKOBI,
3a1auu
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IIpuHsTHIE COKpalleHUsA U 0003HAYECHUS
B pykoBoJICTBE IPUHUMAIOTCS CICIYIOIINE COKpaleHus u o0o3HaueHus (Tadmuna 2).

Tabnuua 2— Cnucok COKpalleHui U onpeaeneHuit

Cokpamenue
pat 3HaueHne cokpameHus (0003HAYeHH )
(o003HaUYeHHE)
1 2
CYB/J Cucrema yrnpaBiieHus 0a3aMy TaHHBIX

Apache Kafka

Ceszyrolee  mporpaMMHOe — oOecrieueHue,
00paboTKy coobmieHuii (Opokep cooOIIeHU)

OpPUEHTHUPOBAHHOE Ha

Apache ZooKeeper

Hepapxuueckoe XpaHWINILE 3HAYCHUN KITFOUE

Docker Registry

IIporpamMmmuoe oGecrieueHne, 00ECIEUMBAIOIICE XPAHEHHE M JOCTABKY
10 cepBepa Docker npunoxeHui

ELK Elasticsearch, Kibana, Logstash — (auru.). Pemienne mo coopy, aHaausy
Y XpaHCHHIO JaHHBIX (JIOTOB).
JAVA OOBEKTHO-OPUEHTUPOBAHHBIN S3BIK MPOTPAMMHPOBAaHUS H IIaTdopma

BBIYHMCIEHUN

K8S/ Kubernetes OTKpbITOE IPOrpaMMHOE obecrieucHue VISt OPKECTPOBKH
KOHTCHHEPU3UPOBAHHBIX  MPWJIOKEHUH  —  aBTOMAaTH3allUd X
pa3BEPTHIBAHUSA, MAcIITAOUPOBAHMS W KOOPAWHAIMM B  YCIIOBHSX
KJlacTepa.

MinlO CepBep 00J1a9HOTO XpaHUITHIIA

PgBouncer [Iporpamma, ympapmustomias myjoM coeanneHuit PostgresSQL

PL/pgSQL Procedural Language/PostGres Structured Query Language, nporeaypHoe
pacmupenue si3pika SQL, ucnonszyemoe B CYBJI PostgreSQL

PostgreSQL CBob6oHas 00bEKTHO-PEISIIMOHHAS CHUCTEMA yIpaBIeHUs 0a3aMu JaHHBIX

TCP/IP Transfer Control Protocol/Internet Protocol — (aurn.). CereBas momenb

nepcaadur JaHHbIX, IPCACTABJICHHBIX B III/I(l)pOBOM BUJC



https://ru.wikipedia.org/wiki/%D0%A1%D0%B2%D0%BE%D0%B1%D0%BE%D0%B4%D0%BD%D0%BE%D0%B5_%D0%9F%D0%9E
https://ru.wikipedia.org/wiki/%D0%9E%D0%B1%D1%8A%D0%B5%D0%BA%D1%82%D0%BD%D0%BE-%D1%80%D0%B5%D0%BB%D1%8F%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D0%A1%D0%A3%D0%91%D0%94
https://ru.wikipedia.org/wiki/%D0%A1%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0_%D1%83%D0%BF%D1%80%D0%B0%D0%B2%D0%BB%D0%B5%D0%BD%D0%B8%D1%8F_%D0%B1%D0%B0%D0%B7%D0%B0%D0%BC%D0%B8_%D0%B4%D0%B0%D0%BD%D0%BD%D1%8B%D1%85

OO01mme cBegeHus

Cucrema pa3zpaboTraHa Ha r1aThopMme CenUaIbHOr0 IPOrPaAMMHOTO 00eCTIeYeHNUs TAKOT0, KaK
CVYB/]] PostgreSQL ¢ Pgbouncer, Be6-cepepa Apach Kafka u ZooKeeper, 00beKTHOTO XpaHUIHINA
MinlO, Be6-Opay3epa, cpeanl pazpadorku OpenJDK, a Takke si3pIka MporpaMMHpOBaHuUs Java.
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1 TpeOoBaHNsI K NPOrpaMMHOMY 00eclie4eHn 0
OYHKIIMOHUPOBAHUE TPOTPAMMHBIX KOMIOHEHTOB CHCTeMbl TpeOyeT mpenBapuTelIbHON
ycranoBku [10 cepBepa u kiueHTa.

1.1 TpeOoBanue Kk NPOrpaMMHOMY 00ecIle4eHHIO cepBepa.

VYcraHOBKa W 3KCIUTyaTalusi IporpaMMHoro ootecneueHust «PermonanbHas uudpoBas
couuaybHas mIaTgopMa» MOKET BBIMOIHATHCS HAa TEXHHUYECKUX cpeacTBax moj ympasienueM OC
cemeiicta Linux.

OnepannoHHas cucTeMa JOJDKHA I03BOJATh YCTAHOBUTH CIEAYIOLIEE IPOrpaMMHOE
obecrieyeHue:

1.

SR

7.

PostgreSQL (Bepcus He Hike 14.4);

Pgbouncer (Bepcust He arkel.17.0);

Apache Zookeeper (Bepcus e Huxe 3.6.3);
Apache Kafka (Bepcus ne ke 2.13-3.0.1);
MinlO (Bepcust He Himke 2022-08-02T23-59-162);
OpenJDK (Bepcus He HIKe 1.8.0 342);
Chromium (Bepcust ve mmwke 104.0.5112.101).

1.2 TpebGoBanusi K NPOrpaMMHOMY O0ecledeHHI0 KJINEeHTa
B cocraB nporpaMMHoro o0ecrieyeHus KIMEeHTa JOJDKHO BXOAUTH cieaytomee [10:

1. Windows (32/64 bit) Bepcus He Hke 7, nnn Astra Linux wiu Linux;
2. BeO-Opaysep:
e SlHnekc (peKOMEH0BAHO);
e Chrome - (opunmanbhas coopka 64-bit);
e Chromium;
o Firefox;
e CnyTHUK;
e AToM.
2 TpeGoBanns kK TeXHHYECKOMY O0ecredeHHI0

2.1 AnnapartHoe ofecrieueHue cepBepa
Konguryparmus cepsepa 3aBUCUT OT 00beMa 3aJ1a4, HO JIOJDKHA OBITh HE XyXKe:

1.

2.

5.

6.

HEe MeHee | mporeccopa ¢ XapaKTepUCTHKaMHU: HE MeHee 4 sjuep; MaKCUMallbHas
TaKTOBAs 4acTOTa HE MeHee 2.8 Turarepii;

orepaTUBHAs MaMsTh: obiee KonuyecTBo c¢aotoB (DIMM) s ycTaHOBKH MOayIei
namsTH He MeHee 12; 00beM yCTaHOBJIEHHOW OnepaTUBHOM mamMsaTu He MeHee 32 1'6;
MUHUMYM | KOHTpOJIep >KECTKUX AMCKOB C XapaKTepucTUKaMu: uHTepdeic SAS co
CKOPOCTBIO Mepefaur MHpopManuu 6 rurabut B cekyHay ¢ noanepxkkoil SATA co
CKOpOCTBIO Nepeaayn nHpopMaluu 6 THrabuT B CEKyHY; HE MEHee 6 OPTOB;
JIOJIKHA OBITh YCTAHOBJIEHA KAIII-NIAMATh (IHEPTrOHE3aBUCUMBIN (UIALI-KAIIT) 00bEMOM 2
rurabaiita; mognepxxkka ypoueir RAID 0, 1, 1+0, 5, 5+0, onmuonansHo 6, 6+0;
NOJJIEP’KUBAEMOE KOJIMYECTBO JIOTHYECKUX TOMOB HE MeHee 32;

PEKOMEH/IyeMO HCIOJIb30BaTh HMCKIOUYUTENbHO SSD, 11 pabGoThl B KOHTPOJUIEPAX
muckoB. B Tom uncite 1 B RAID;

cereas kaprta Ethernet 1000 Mo6ut/c.

2.2 AnmnapaTtHoe ofecrieueHne KJIUEeHTa
Kondurypauus kimueHTa 10kHa ObITh HE XyXKe:

1

2.
3.
4.

nporeccop - Intel Core 13 2 I'T'iy wnm Ryzen 3 2I'T 1 unm srydre;
orepaTUBHAs NaMATh - 4 ['0aiiT u BhIIIIE;

JKeCTKHH uck — ot 200 MoaiiT cBobomHoro mecta Ha HDD;
cereBas kaprta Ethernet 100 M6wurt/c.



3 Hacrtpoiika nporpamMmMsl
Jns  obecrieueHuss pabOTOCIOCOOHOCTH  Pa3pabOTaHHBIX IMPOTPAMMHBIX  KOMILJIEKCOB
HEOOXO0JIMMO MTPOU3BECTH YCTAHOBKY M HACTPOMKY CIICAYIONIETO POTPAMMHOTO 00eCIICUeHUS:
CVYB/]] PostgreSQL c PgBouncer;
kiacrep k8s;
nexus c docker;
knacrep kafka;
KJ1acTep minioS3;
ELK.

3.1 YcranoBka u HacTpoiika PostgreSQL

SoukhwnE

3.1.1 V¥YcranoBka PostgreSQL 14.x Ha Bbl/JIeJIEHHYI0 BUPTYAJbHYI0 MAIIINHY
Brimonauts CJICAYIOIUMC KOMaHAbI:
sudo wget --quiet -O - https://www.postgresql.org/media/keys/ACCC4CF8.asc
sudo apt-key add —
sudo echo "deb http://apt.postgresqgl.org/pub/repos/apt/ “Isb_release -cs -pgdg main" |sudo tee
/etc/apt/sources.list.d/pgdg.list
sudo apt-get update
sudo apt-get install -y postgresql-14 postgresql-contrib-14 postgresql-14-cron
PaspemeHI/Ie IIOAKIKYCHUA C BHCIIIHUX Ip
sudo nano /etc/postgresgl/14/main/postgresgl.conf
listen_addresses = "*'
Paspemienue moakIItOYEHUs C BHEITHUX M BHYTPEHHHUX 1p
sudo nano /etc/postgresgl/14/main/pg_hba.conf
# "local" is for Unix domain socket connections only

local all all peer

# IPv4 local connections:

host all postgres 127.0.0.1/32 trust

host all postgres (Bama mojcets k npumepy 192.168.0.0)/16 md5
# IPv6 local connections:

# host all all ::1/128 scram-sha-256

# Allow replication connections from localhost, by a user with the
# replication privilege.

local replication all peer
host replication all 127.0.0.1/32 scram-sha-256
host replication all ::1/128 scram-sha-256

,Z[J'If[ HaCTpOI\/'IKI/I J0CTyIa JJI1 HOBOI'O ITOJIB30BATEIA C IMPpaBaM aAMHUHUCTPATOPA BBIIIOJIHUTH
CJICAYIOIINEC KOMAaH/bI:

sudo -u postgres psql

ALTER USER 'postgres' WITH PASSWORD 'CO3JJAWUTE ITAPOJIb';

create user iac with password "...."; - wim 1000# apyTO¥ MOJIB30BaATEb

alter user iac with superuser; - uau J1r000ii APyroi MoIb30BaATEINb

3.1.2 Hacrpoiika PostgreSQL

B oaiine postgresql.conf pazpemmmts A0CTyn ¢ BHEIIHUX ip M HACTPOUTH JIOTHPOBAaHUE
BBITIOJIHUB CJICAYIOIIUE JEHCTBUS:

sudo nano /etc/postgresgl/14/main/postgresql.conf

PaCKOMMeHTI/IpOBaTB CICOAYIOIIUE CTPOUYKH U ITPUBECTU UX K BUIAY:

listen_addresses = "*'

port = 5432

max_connections = 300

log_destination = 'stderr’

logging_collector = on



log_directory = "/var/log/postgres'

log_filename = 'postgresql-%a.log'
log_truncate_on_rotation = on

log_rotation_age = 3d

log_rotation_size = 100

log_min_duration_statement = 0

log_line_prefix ='< %m >"

log_timezone = 'Europe/Moscow'

track_activity _query_size = 5000

datestyle ="iso, dmy"'

Ic_messages = 'en_US.UTF-8'

Ic_monetary = 'ru_RU.UTF-8'

Ic_numeric ='ru_RU.UTF-8'

Ic_time ="ru RU.UTF-8'

timezone = 'Europe/Moscow'

default_text search_config = 'pg_catalog.russian'
max_locks_per_transaction = 150

effective_cache_size = xXGB # uyTts MeHbI1Ie 2/3 OT JOCTYITHOTO 00beMa aMsTH
shared buffers = xGB # 1/8 RAM wuu 60:bmie (1/6) (Ho e 6onee 1/4)
maintenance_work_mem = xMB (pekomenyemblii pazmep 1/4 RAM)
work_mem = xGB (pexomenayemsiii pazmep 1/20 RAM)
temp_buffers = xGB (pekomenayemsiii pazmep 1/20 RAM)
huge_pages = try

effective_io_concurrency = 200

max_worker_processes = 12
max_parallel_workers_per_gather = 4
max_parallel_maintenance_workers = 4
max_parallel_workers = 8

wal_level = logical

wal_buffers = 128MB

checkpoint_completion_target = 0.7

max_wal_size = 4GB

min_wal_size = 1GB

max_wal_senders = 20

max_replication_slots = 20
max_logical_replication_workers = 9
max_sync_workers_per_subscription =5
enable_segscan = on

random_page _cost=1.1

default_statistics_target = 100

gin_fuzzy search_limit=0

max_locks_per_transaction = 150

jit = off

password_encryption = md5

ssl = off

effective_io_concurrency = 200

default_statistics_target = 100

log_min_messages = warning

log_min_error_statement = error
log_min_duration_statement = -1

3anmyctuth pgsql u caenate aBTO3arpy3Ky cepBHCa BBHITTOJHUB CJIEIYIONINE KOMAaH/IbI:
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sudo systemctl start postgresgl
sudo systemctl enable postgresql
sudo systemctl status postgresql

3.1.3 ¥YcranoBka u HacTpoiika pgbouncer Ha cepsep ¢ postrgesq|
I[J'ISI YCTaHOBKH pgbouncer BBIIIOJIHUTDH CICAYIOIHEC KOMAaH/bI.
sudo apt-get install pgbouncer
[TpoBepuTh ycTaHOBKY PghOUNCEr KOMaHIOM:
sudo systemctl status pgbouncer
pgbouncer.service - pgbouncer PostgreSQL connection pooler
Loaded: loaded (/lib/systemd/system/pgbouncer.service; enabled; vendor preset: enabled)
Active: active (running) since Fri 2022-08-26 12:22:30 MSK; 1 months 14 days ago
Main PID: 987681 (pgbouncer)
Status: "stats: 0 xacts/s, 0 queries/s, in 198 B/s, out 903 B/s, xact 60136 us, query 23700 ps,
wait 22 ps"
Tasks: 2 (limit: 4541)
Memory: 7.1M
CGroup: /system.slice/pgbouncer.service
L—987681 /usr/sbin/pgbouncer /etc/pgbouncer/pgbouncer.ini
OTKpBITH KOH(UTYPAIIMOHHBIN (paiis, BHITOJIHUB KOMaHY:
sudo nano /etc/pgbouncer/pgbouncer.ini
IJIe TPOBEPUTH U CKOPPEKTUPOBATH HACTPOMKH:
[databases]
* = host=localhost port=5432
[pgbouncer]
admin_users=postgres
logfile = /var/log/postgresql/pgbouncer.log
pidfile = /var/run/postgresql/pgbouncer.pid
listen_addr =*
listen_port = 6432
auth_type = md5
auth_file = /etc/pgbouncer/userlist.txt
pool_mode = transaction
server_reset_query = DISCARD ALL
ignore_startup_parameters = extra_float_digits
max_client_conn = 1000
default_pool_size = 180
OTKpBITh KOHOUTYPALTMOHHBIN (aii crieayromeil KoMaHI0M:
sudo nano /etc/init.d/pgbouncer
IZI€ IPOBEPUTH U CKOPPEKTUPOBATH HACTPONKHU:
n00aBUTh cTpouky 'ulimit -n 100000' B 610k case "$1" in HOBO¥ CTPOKOH MOCIE CTPOKH
test -d $SPIDDIR || install -d -0 postgres -g postgres -m 2775 $PIDDIR
OTKpBITH KOH(UTYpaALIMOHHBIN (haiii crneayrolieil KoMaH10i:
nano /usr/lib/systemd/system/pgbouncer.service
r7ie MPOBEPUTH U CKOPPEKTUPOBATH HACTPOMKH:
B pa3zaen Service 100aBUTh CTPOUKY
LimitNOFILE=100000
MMPOBCPHUM JIMMHUT MAKCUMAJIBHO OTKPBITBIX (I)aﬁHOB JJIs1 TIOJIB30BAaTCIIsA postgres:
sudo su - postgres -c 'ulimit -n'
sudo nano /etc/security/limits.conf
r7e 100aBUTh CTPOKHU:

* hard nofile 100000
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* soft nofile 100000

nocseIHui mapametp 'session required pam_limits.so' - s OC Ubuntu

sudo su - postgres -c 'ulimit -n'

Janee nobasum mosb3oBaTens B userlist

sudo nano /etc/pgbouncer/userlist.txt

"lac" "maposp" — KaBBIUKK HYKHBI,I1apoJib B MA5S He creneprupoBaHHbIi,a B3AThIN 13 Postgresql
"postgres” "maposip" — KaBBIYKH HYXHBLIIApoiab B M5 He creHepupOBaHHBIM,a B3STHIA U3

postgresql

3.2

sudo su postgres

psql

select * from pg_shadow;
CKOMHUpPOBaTh mapoiib Md5 s iac
[Mepe3anyctuth PghOUNCEr KOMaHIOM:
sudo systemctl daemon-reload

sudo systemctl restart pgbouncer
IIpoBeputs cTaTyc cepBrca KOMaHI0U
sudo /etc/init.d/pgbouncer status

YcranoBka u HacTpoiika kiacrepa k8s (Kubernetes)

3.2.1 ¥Ycranoska k8s (kubernetes) — ynpapasiiomue(master) y3Jbl

Jns yctaHOBKU containerd BBITIOJHUTH CIIEAYIOIIE€ KOMaH/bIL:

sudo -i

sudo apt install containerd

Jlnst HacTpoiiku containerd co3naTh daitn KoHUTypalnuu KOMaHIaMu:

sudo mkdir -p /etc/containerd

containerd config default > /etc/containerd/config.toml

3amyctuth containerd:

sudo systemctl enable containerd && systemctl start containerd && systemctl status

containerd

OTkr0unTh OpIHAMAydp WIM MpOMMCcaTh paspemeHue ciayxeOHoi cerbio Kubernetes

10.32.0.0/12:

sudo ufw disable wmu ufw allow from 10.32.0.0/12
[TpomucaTs ums xocta B /etc/hostname, eciau He POMUCAHO.
[Iponucats HacTpauBaembie y37bI B /etc/hosts, B TOM 4nciie ¥ YHUBEPCATbHBIN 1p — aJpec Bcex

yIpaBIAIOMUX cepBepoB, eanHblid g Bcex. K mpumepy 10.10.10.10 kuber (nmpu ycioBum, uto
ocranbhbie y3ibl 10.10.10.0-9,11-255)

OTKITIOYUTH SWAP - 1Sl 9TOr0 KOMMEHTHPYEM CTPOKY B (aiine /etc/fstab
#/swap.img none swap sw O O

B ¢aiine /etc/sysctl.conf packoMMeHTHPOBAThH CTPOKY:
net.ipv4.ip_forward=1

I[anee B KOHCOJIM BOCIIPONU3BCCTH KOMAHbI:

cat <<EOF | sudo tee /etc/modules-load.d/k8s.conf
br_netfilter

EOF

cat <<EOF | sudo tee /etc/sysctl.d/k8s.conf
net.bridge.bridge-nf-call-iptables = 1

EOF

Ilepesarpy3uts cepsep
BrInosHUTE cieayronme KOMaHIbl:
sudo modprobe overlay
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sudo modprobe br_netfilter

[TpousBecTn MHCTAIALMIO YTHIUT kubeadm (¢ ee MOMOIIbIO TPOU3BOAUTCS pa3BEPThIBAHUE
npoxaykra), kubectl (ympaBneHue cucreMoi) u ympamisiomero mporecca kubelet, BeimosHuB
cJIcayronue KOMaHbI.

sudo apt-get update

sudo apt-get install -y apt-transport-https ca-certificates curl

sudo curl -fsSLo /usr/share/keyrings/kubernetes-archive-keyring.gpg
https://packages.cloud.google.com/apt/doc/apt-key.gpg

sudo echo "deb [signed-by=/usr/share/keyrings/kubernetes-archive-keyring.gpg]
https://apt.kubernetes.io/ kubernetes-xenial main™ | sudo tee /etc/apt/sources.list.d/kubernetes.list

sudo apt-get update

sudo apt-get install -y kubelet kubeadm kubectl

sudo apt-mark hold kubelet kubeadm kubectl

VYcTaHoBKa IEPBOTO y3eila YIpaBsIIoIEeH III0CKOCTH

g obecrieyeHus] OTKAa30yCTOMYMBOCTH YHPABISIOUIEH IIOCKOCTH KJACTepa YCTaHOBUM
uHCcTpyMeHT keepalived koman0i4:

sudo apt install keepalived

Co3znanum Qaiin ynpaBieHUs yCTaHOBKOH JUIsl CEPBEPOB YNPaBIIAIOLICH MJI0CKOCTH

sudo nano /etc/keepalived/keepalived.conf:

vrrp_instance VI_101 {
state BACKUP
interface ethO
virtual_router_id 101
priority 100
advert_int 1
nopreempt
authentication {
auth_type AH
auth_pass iech10pee

virtual_ipaddress {
172.16.1.240
}

}

3necy 172.16.1.240 — BupTyanbHBIN ip-afpec, HAXOIAIIMKCA B TOW K€ IMOJCETH, Y4TO M ip-
ajipeca XOCTOB YIPAaBJISIOIIEH MIOCKOCTH, €AUHBIN I BCEX 3THUX XOCTOB, XKelaTeJIbHO OTJINYaTCs
oT paboueii mmockocT K mpumepy 10.10.10.10 ,a y paboueit 10.10.10.11.

auth_pass - TOJDKEH OTJIMYATHCI XOTAOBI Ha 1 CMMBOJI OT pa60qel71 IIJIOCKOCTHU,TAK K€ KaK U
vrrp_instance VI_* u virtual _router id *

3anycTuth ciyx0y Keepalived crenyromeit komanoii:
sudo systemctl enable keepalived && systemctl start keepalived && systemctl status
keepalived

Co3znanats (aiin ynpaBieHus: HHCTAISAIMEH
sudo nano /opt/kubeadm-config.yaml:

apiVersion: kubeadm.k8s.io/v1beta3



13

kind: InitConfiguration
nodeRegistration:
localAPIEndpoint:

advertiseAddress: "172.16.1.201"
apiVersion: kubeadm.k8s.io/v1beta3
kind: ClusterConfiguration
kubernetesVersion: stable
apiServer:

certSANSs:

-"127.0.0.1"

-"172.16.1.240"

-"172.16.1.201"

-"172.16.1.202"

-"172.16.1.203"
networking:

podSubnet: 10.32.0.0/12
controlPlaneEndpoint: "172.16.1.240:6443"

ne advertiseAddress: "172.16.1.201" Ttekymuii cepBep Ha KOTOPOM IPOBOIUTCS
pasBopaunBanue k8S, Ha ocranphbix Oynaer 202-204 u T.1. B mynkr CertSANS mpomucsiBacTe BCe
BammM Oyaymue ympasisiomme y3iuel. B crpoke controlPlaneEndpoint: "xxx.xXx.xXx.xxx:6443"
NPONKCATh CBOW BHUPTYAIBHBIA ip-aJipec, €AWHBIA JUIS BCEX YIpaBIsAOMMX y3i10B.OH Tak jxe
MPOTHCHIBACTCS B OOIINI CITUCOK.

[Tocne pasBopaurBanus k8s 1 Bcex y3I10B, 3TOT (aiisl Hy>KHO yOpaTh U3 ATOH NankH Kyaa-iioo
B apXMB WJIH B 3alIMIIEHHOE XPaHWINIIIE.

[TpoBecTu pa3BepThHIBAHKE:

cd /opt

sudo kubeadm init --config=kubeadm-config.yami

B pesynbTare H0MKeH MOTYYUTHCS TPUOTU3UTEFHO TAKOW BBIBOJI:

Your Kubernetes control-plane has initialized successfully!
To start using your cluster, you need to run the following as a regular user:

mkdir -p $HOME/ .kube
sudo cp -i /etc/kubernetes/admin.conf $HOME/.kube/config
sudo chown $(id -u):$(id -g) SHOME/.kube/config

You should now deploy a pod network to the cluster.
Run "kubectl apply -f [podnetwork].yaml" with one of the options listed at:
https://kubernetes.io/docs/concepts/cluster-administration/addons/
You can now join any number of control-plane nodes by copying certificate authorities
and service account keys on each node and then running the following as root:
kubeadm join 172.16.1.201:6443 --token 800y30.i84xjwv8azfpynrd \
--discovery-token-ca-cert-hash
sha256:4c065256¢63c5c7dd7f5f21fb00f18dd9c4b627b075b3add3ala7 \
--control-plane
Then you can join any number of worker nodes by running the following on each as root:
kubeadm join 172.16.1.201:6443 --token 800y30.i84xjwv8azfpynrd \
--discovery-token-ca-cert-hash
sha256:4c065256¢63c5¢7dd7f5f21fb00f18dd9c4b627b075b3add3ala7



14

HOJIBSYHCB YKa3aHHbBIMU B 6.]101(6 BBIBOJIa KOMaHJaMM, BO3MOKHO YCTAaHOBUTHL B KJIACTCP
kubernetes JOIIOJTHUTCIIBHBIC Y3JIbI. B cBs3u ¢ 3THM BbIBOJ PEKOMEHAYCTCA COXPAHUTD. TokeHBI B
COCTaB€ KOMaHg I[GﬁCTBHTCJIbHBI B TeueHue 1 CYTOK.

Ecau co BPEMCHHU MHCTAJLUIALUHA IIECPBOI0 y3Jja IIPOILIO Oonee CYTOK U TOKCH YCTap€Ji, MOKHO
MOJIYyYUThb HOBBIfI, BBITIOJIHUB Ha HEM KOMAaHAY:

sudo kubeadm token create --print-join-command

Hactpouts Tekymmi y3en st yopolleHUsT aIMUHUCTPUPOBAHUS KiacTepa U3 KOMaHJIHOU
CTPOKH. Z[J'ISI OTOI'0 BBIIIOJIHUTE CICAYOINNUE KOMAaHbI:

sudo mkdir -p ~/.kube

sudo cp -i /etc/kubernetes/admin.conf ~/.kube/config

YcranoButs CNI-cyx0y Weave.

Buumanue! [lepen ycranoBkoit Weave yoenIuTech B TOM, 9TO WACHTU(DUKATOP y3I1a KlIacTepa
B (paitsie /etc/machine-id myst pa3HbIX y3710B Kiiactepa - pa3Hbiii! OH MOXKET 0Ka3aThCsl OJIMHAKOBBIM,
€CJIM y3JIaMHU KJIacTepa SIBJISIOTCS BUPTyalbHbIE MAITUHBI, YCTAHOBJICHHBIE METOI0M KIIOHUPOBAHMUS.
Weave 1o ymMoI4aHuio BRIOUPAET MOJCETH AJIs y371a Ha OCHOBE 3TOT0 UACHTH(PUKATOPA, YTO B CIIydae
UJCHTHYHOCTH WJICHTU(UKATOPOB HA PAa3HBIX y3JaX NPUBOAWT K KoHQumKTam I[P-ampecos
KOHTEUHEPOB.

J{71s1 yCTaHOBKY BBITIOJIHUTD CIEAYIOIINE KOMAH/IbI:

sudo kubectl --kubeconfig /etc/kubernetes/admin.conf apply -f
https://github.com/weaveworks/weave/releases/download/v2.8.1/weave-daemonset-k8s.yaml

VYCTaHOBUTHh OCTabHBIC Y3JIbl YIPABJSIIONICH IUIOCKOCTH. BBIMOJIHIEM BCHO HMHCTPYKLHUIO
BIUIOTh 110 pasjena «3amyckaeMm ciyxk0y keepalived», Ho keeplived BpeMeHHO OcCTaHaBIMBaeM
KOMaH/I0M:

sudo systemctl stop keepalived

[Tocie BBIMONHUTE CIEAYIOMINE 3a0a4H:

KonupoBare ¢ mepBoro ysna Ha HOBBIA y3en KiroueBble mapel /etc/kubernetes/pki/ca.*,
letc/kubernetes/pki/front-proxy-ca.*,  /etc/kubernetes/pki/sa.*, /etc/kubernetes/pki/etcd/ca.* B
OJTHOMMEHHBIE KaTaJIOTH.

sudo kubeadm join XXX.XXX.XXX.XXX:6443 --token quOcbm.32ublwswwkhdv417 --discovery-
token-ca-cert-hash
sha256:c936b6b86007dbe5fhe953c71f4371c6311ae87c1fb5478bab00f8f2e59¢c2512 --control-plane

3/ech XXX.XXX.XXX.XXX - BHPTyaJIbHBIA Ip-aJipec YMpPaBJISIONICH IIOCKOCTH, 3HAYCHHS
napameTpoB --token u --discovery-token-ca-cert-hash 6epyTcst u3 BbIBOIa Ha KOHCOJIb B pe3yJibTaTe
YCTaHOBKH IEPBOT0 y3Jia INOO B pe3yJIbTATe BHIMOJIHEHHSI KOMAHIbI:

sudo kubeadm token create --print-join-command

Y0enutbcs, YTO HHTErpanusi HOBOTO Yy3Jla YNPaBJSAIOUIEN IUIOCKOCTH B KjacTep
OCyILeCTBHIIACh, Ha PucyHok 1
sudo kubectl get nodes -o=wide

STATUS ROLES G VERS INTERNAL -IP EXTERNAL -IP 05-IMAGE K

Ready control-plane 6 . 172.16.1.201 < Ubuntu 20.04.4 LTS 5

Ready <nones> g . 172 04

Ready contrel-plane 68 . 172 . 4 LTS

Ready <none> g .25. 172 Ubuntu 20.04.4 LTS
test-kuber-2 Ready control-plane 69d  wv1.25. 172 Ubuntu 20.84.4 LTS
test-kuber-3w  Ready <none> 69d  w1.25. 172.16 206  <none> Ubuntu 20.84.4 LTS

PI/ICYHOK 1- OCYU.[CCTBJ'ICHI/IC HWHTCIrpalilii HOBOT'O y3Jia YIIPABJIAIOMIC

ERNEL -VERSION CONTAINER-RUNTIME
.4.8- generic containerd://1.5.9
8- generic  containerd
generic  containerd
generic containerd
B- generic  containerd
B-135-generic containerd://1.5.9

IIJIOCKOCTHU B KJIACTCP

W

ol oo

HaCTpOI/ITB TCI(yIJ_II/Iﬁ y3Cia A YOPOUICHUA aJIMUHHUCTPUPOBAHHUA KIIACTEpa H3 KOMaH,Z[HOI‘/’I
CTPOKHU:

sudo mkdir -p ~/.kube

sudo cp -i /etc/kubernetes/admin.conf ~/.kube/config
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sudo systemctl start keepalived
Hanee eciu TpeOyeTcst OOJbIIE yNPaBIAIONUX y3JI0B (OOBIYHO X MUHUMYM 3), TIOBTOpSiEM
MHCTPYKIHIO JJIS1 BTOPUYHBIX y3JIOB.

3.2.2 YcranoBka k8s (kubernetes) — padouue y3abi(work)

YcraHoBuTh CONtainerd, BBITIOIHUB CIICIYIONIME KOMAHIbI:

sudo apt install containerd

Hactpouts containerd, ajis yero co3nate (aiisn KOHGHUTYpay KOMaHIaMu.

sudo mkdir -p /etc/containerd

sudo containerd config default > /etc/containerd/config.toml

3amyctuth containerd, BBIMOJIHUB KOMaH/IY:

sudo systemctl enable containerd && systemctl start containerd && systemctl status containerd

OtkimounTh OpaHIAMaydp WIM IpolMcaTh paspemieHue ciykeOHoH cerbio Kubernetes
10.32.0.0/12.

sudo ufw disable wmu ufw allow from 10.32.0.0/12

[Tponucats ums xocta B /etc/hostname eciu He MPONUCAHO

[Iponmcats HacTpanBaemble y37bl B /etc/hosts B TOM umciie M yHHBEpPCAJIbHBIA ip BCeX
yOpaBIsomux cepBepoB ,eauHblid ms Becex. K mpumepy 10.10.10.10 kuber(mpu ycnoBuu, yto
ocranbhbie y3ibl 10.10.10.0-9,11-255)

OtxirounTs SWap. J{is Toro KOMMEHTHPOBATh CTPOKY B (haiine /etc/fstab

#/swap.img none swap sw O O

B ¢aiine /etc/sysctl.conf packoMmMeHTUPOBATH CTPOKY:

net.ipv4.ip_forward=1

Jlaniee B KOHCOJHM BBIMOJHUTH KOMaH/bI:

cat <<EOF | sudo tee /etc/modules-load.d/k8s.conf

br_netfilter

EOF

cat <<EOF | sudo tee /etc/sysctl.d/k8s.conf

net.bridge.bridge-nf-call-iptables = 1

EOF

Hepe3aHy0TI/ITL CCPBCP, BBHIITOJHHUB CICAYHOINEC KOMAaH/bI:
sudo modprobe overlay
sudo modprobe br_netfilter

HpOI/I3BeCTI/I YCTAaHOBKY YTUIIUT kubeadm (C €€ IIOMOULIBIO IMPOU3BOAUTCA Pa3BCPTHIBAHUC
npoaykrta), kubectl (ympaBneHue cucremoit) u ympamisiomero mporecca kubelet, BeimosHuB
cIeayronue KOMAaH/IbI.

sudo apt-get update && sudo apt-get install -y apt-transport-https ca-certificates curl

sudo curl -fsSLo lusr/share/keyrings/kubernetes-archive-keyring.gpg
https://packages.cloud.google.com/apt/doc/apt-key.gpg

sudo echo "deb [signed-by=/usr/share/keyrings/kubernetes-archive-keyring.gpg]
https://apt.kubernetes.io/ kubernetes-xenial main™ | sudo tee /etc/apt/sources.list.d/kubernetes.list

sudo apt-get update

sudo apt-get install -y kubelet kubeadm kubectl

sudo apt-mark hold kubelet kubeadm kubectl

Y CTaHOBUTH MEPBBIH y3eI yNpaBIIsoLei MI0CKOCTH.

Jnst obecriedeHUs] OTKAa30yCTOMYMBOCTH YIPABISIONMIEH TUIOCKOCTH KJacTepa YCTaHOBHUTH
uHCTpyMeHT keepalived komaH10i1:

sudo apt install keepalived

Co3znarp (haitn ynpaBieHUs MHCTALLIIMENH A cepBepoB ¢ pabouumu y3namu (paboueit
mockoctH) /etc/keepalived/keepalived.conf:
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vrrp_instance VI_102 {
state BACKUP
interface ethO
virtual_router_id 102
priority 100
advert_int 1
nopreempt
authentication {
auth_type AH
auth_pass iechllpee

¥

virtual_ipaddress {
172.16.1.244

}

}

3nmeck 172.16.1.244 - BupTyallbHBIH ip-aapec, HaXOISIIUNICS B TOU JKe TOJICETH, UTO | ip-aapeca
XOCTOB paldodyeil IUIOCKOCTH, €IMHBIM JJIS BCEX OSTHX XOCTOB, JKEJIATCIBHO OTJIMYATCS OT
yrpasstoeit miockoctu k mpumepy 10.10.10.10 ,a y paboueii 10.10.10.11.

auth_pass - noymKeH OTIMYaThes XOTs Obl HAa | CHMBOJI OT YNpPaBIISIOIICH TNIOCKOCTH, TaK JKe
Kak u vrrp_instance VI _* u virtual router id *

AxtuBupoBaTh cityx0y keepalived, Ho He 3amyckaTh. [[j1s1 3TOr0 UCMONB30BaTh KOMAHY:

sudo systemctl enable keepalived

sudo kubeadm join XXX.XXX.XXX.XXX:6443 --token quOcbm.32ublwswwkhdv417 --discovery-
token-ca-cert-hash
sha256:c936b6b86007dbe5fbe953c71f4371c6311ae87¢c1fh5478bab00f8f2e59¢2512

3/Mech XXX.XXX.XXX.XXX - BHPTYaJIbHBIA Ip-aJipec YMpPaBISIONIEH IUIOCKOCTH, 3HAYCHHS
napametpoB --token u --discovery-token-ca-cert-hash 6epyrcs u3 BbiBo/1a Ha KOHCOJIb B pe3yJbTaTe
WHCTaJUISAIUH MTEPBOTO y3J1a THOO B pe3yIbTaTe BHIMOJHEHUS KOMAH bl HA YIPABJISOIIEM Y3JIe:

sudo kubeadm token create --print-join-command

sudo kubectl get nodes -o=wide

PesyipTaT BLITOTHEHUS KOMaHIbI IPCACTABJICH Ha Pucynoxk 2

NAME STATUS ROLES AGE VERS INTERNAL -IP XTERNAL -IP 05-IMAGE

test-kuber-1 Ready control-plane  69d 172.16.1.20 ex -gener L ]
Ready <none> 69 v1.25. Ubuntu . 3 containerd
Ready lane 69 o 1 1 Ubuntu ] tainerd
Ready <no 69 k ubuntu

te Ready L= 69 A Ubuntu

test-kuber-3w  Ready <none> A . 172 <none> Ubuntu 20.04

Pucynox 2 — Pe3ynbrar BeINOTHEHNS KOMaH/IbI

-4
-4

ne
LTS 5.4.0-135-gene

[Tocne, mepe3arpy3uTh Bce paboyue y3ibl.
3.3  ¥Ycranoska Nexus ¢ docker

3.3.1 V¥YcraHoBka Nexus
BrinonauTh CJICAYIOIUC KOMAaHAbI:
sudo apt install openjdk-8-jre-headless
sudo useradd -M -d /opt/nexus -s /bin/bash -r nexus
sudo echo "nexus ALL=(ALL) NOPASSWD: ALL" > /etc/sudoers.d/nexus
sudo wget https://download.sonatype.com/nexus/3/latest-unix.tar.gz
sudo tar -zxvf latest-unix.tar.gz -C /opt/
sudo mv /opt/nexus-3.30.1-01 /opt/nexus
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sudo chown -R nexus:nexus /opt/nexus /opt/sonatype-work

sudo nano /opt/nexus/bin/nexus.rc

PaCKOMEHTHUPOBATH run_as_user="nexus"

sudo nano /etc/systemd/system/nexus.service

Co3/1aTh OHUT, BBIIOJHUB CJICAYIOUIUE JECHCTBUSA:

[Unit]

Description=nexus service

After=network.target

[Service]

Type=forking

LimitNOFILE=65536

ExecStart=/opt/nexus/bin/nexus start

ExecStop=/opt/nexus/bin/nexus stop

User=nexus

Restart=on-abort

[Install]

WantedBy=multi-user.target

3aHyCTI/ITI> CCPBUC, BBIIIOJIHUB KOMAaHY:

sudo systemctl daemon-reload && systemctl start nexus && systemctl enable nexus

CkonupoBaTh CreHeprpOBaHbIil mapoiib it admin:

nano /opt/sonatype-work/nexus3/admin.password

[Tepeiitu B Opaysepe no ip-anpec-nexus u mopt 8081 (IIpum. 0.0.0.0:8081)

B IIpaBOM BCPXHEM YIJIY HAXKATb KHOIIKY «sign in», BBCCTH JIOTHH «admin» U 11apoJib, KOTOpLIﬁ
OBLI CKOTIMPOBAH paHee.

Jlns vcnionb3oBaHus NEXUS kak xpaxuuiie docker registry tpedyercs ycranoButs docker.

3.3.2 ¥Ycranoska docker

BrimmonHuts CJICAYIOIIMC KOMAaH/bI:

sudo curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo apt-key add -

sudo add-apt-repository "deb [arch=amd64] https://download.docker.com/linux/ubuntu bionic
stable”

sudo apt update

sudo apt-cache policy docker-ce

sudo apt install docker-ce

3ammycTuM cepBUC U MPOBEPUM

sudo systemctl enable docker && systemctl status docker

Coznars ¢aiin daemon.json B /etc/docker/

{
"insecure-registries” : [
"ip-axpec cepsepa nexus:8085"
]

}

[Mepesanyctuth doCKer komaH10%:

sudo systemctl restart docker

[lepeiitu B Opay3epe 1o ip agpecy nexus u mopt 8081(TTpum. 0.0.0.0:8081)

3aliTH B HACTPOMKH IO/ YUETHOM 3amuchio «adminy B pasmen «repositoriesy, panee Haxarb
KHOTIKY «cCreate repositories» u Beiopats docker(hosted) kak mokaszano na Pucymok 3.

[Tocne BeiOpath docker(host).

[Tocne BbICTaBUTH Takue ke HacTporku. [lopT 000 He 3aHATHIM, UM Tak ke Jodoe. Eciu
Tpedyercs https Tydie HacTpauBaTh OOPATHBIH MPOKCH Yepe3 NZinX WM JIt000i apyroii cepsuc. Tak
Kak Nexus paboraet Ha eclipce jetty HENb3s UCTIOIB30BATh CAMOIIOANUCAHHBIE CEPTU(DHUKATHI.
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Tak sxe co3math HOBBIM task, mHaue vepe3 kakoe-TO Bpemsi cepBep mepernosunutcs docker
KOHTEHMHEpPaMHU.

ITocne Ha cepBepe, rae NEXUS BBITTOIHUTh KOMaHTY:
sudo docker login -u admin 172.16.1.214:8085

A 3aTeM BBECTH NapoJib

0SS 3.381-01

Administration

v | Repository

= Blob Stores

27 Cleanup Policies

Sonatype Nexus Repository Manager

aJIMUHUCTPATOpa Nexus.

© & a

Repositories Manage repositories

= |
@ Create repository -—

Name 1

cuba-releases

£+ Content Selectors

i Log4j Visualizer

%# Proprietary

== Routing Rules

r @ Security
& Privileges
2 Roles

L 1 lcare

VxkaspiBaeM uMs, HOpT U cTaBuM rajky V1 APl kak mokasano Ha PucyHoxk 4.

Administration f

K

v i

Repository

2 Repositories

& Blob Stores

_I_Proprietary Repositories
£ Content Selectors
87 Cleanup Policies
£ Routing Rules

¥ & Security
& Privileges
24 Roles
2 Users
& Anonymous Access
{J LDAP
i Realms
= SSL Certificates

O 1Q Server
» i3 Support

» System

(=]
docker-registry
= gradle-release
= Mmaven-central
By maven-public
Repositories maven-releases
maven-snapshots
node-proxy
E5 node-releases
e npm-releases
& spring-releases

Pucynok 3 — JlobGaBiieHue perno3utopust

Ji Repositories / Select Recipe / [ | Create Repository: docker (hosted)

Name: A unique identifier for this repository
docker-registry
Online: 1 If checked, the repositary accepts incoming requests

Repository Connectors

Connectors allow Docker clients to connect directly to hosted
registiies, but are not always required. Consult our documentation for
which connector is appropriate for your use case. For information on
scaling the repositories see our scaling documentation.

HTTP:

Creste an HTTF connector ot specified port. Normelly used if the server is behind & secure proxy:

v 8085 B
HTTPS:

Creste an HTTRS connactor at specified pore Normally used ¥ the server is configurad for haps.

Allow anonymous docker pull:

Allow anonymous docker pull { Docker Bearer Token Realm required )

Docker Registry APl Support

Enable Docker V1 API:

] Allow clients to use the V1 APl to interact with this repesitory

Storage

Blob store:
EBlob store used to store repository contents

default

Strict Content Type Validation:

1 Validate that all content uploaded to this repository is of 8 MIME type appropriate for the repository format

Pucynok 4 — Hactpoiika docker

Jlanee BHU3Y Ha)KaTh KHOIKY «Createy.
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B koHcomm cepBepa NEXUS MPOU3BECTH BXOI B NEXUS-AOCKer cireayromiei KoMaH 10:

sudo docker login -u admin ip-axpec-nexus:8085 u maposs admin

Coznate 3amaud aBTOMATH3alMU NEXUS IS OYMCTKHU K3Ia, 000 M yCTapeBIIUX JOKep
KoHTeitHepoB. 11 aToro nepeiitu B Opay3epe 1o ip aapecy nexus u nopT 8081 (ITpum. 0.0.0.0:8081).
3aiiTH B HACTPOMKH H3-TIOJ YYCTHOM 3ammcu «adminy, B pasmen «System-tasksy». Haxkars KHONKY
«create task» 1 BbIOpaTh TUI TacKa U HACTPOMKH KaK yKa3aHo Ha PucyHok 5 — PucyHok 7.

Q) Tasks © compact blob (Admin - Compact blob store)
@ Deletetask P Run

Summary Settings

Task enabled:

¥ Tnis nag cetermines I ne task Is Currently Scive. T CISEDIE TS 13K 10r § PENOA OF M, de-Select this CheckDo

Task name:

compact blob

Notification emall:

Bicb store:

d

Task frequency:

Daily

Start date:
0115/2019
Time to run this task:

d start on 03y It will run In your time 20n@ GMT=0300 (MOCKES. CTaHASPTHOS SPEMS:

PucyHnok 5 — BelnosiHeHHe HacTpOilKu

@ Tasks / © clear (Maven - Delete SNAPSHOT)

Remove if released:

Grace period after release (days):

Task frequency:

Daily
Start date:
o115/2018
Time to run this task:

00:00

PucyHok 6 — BelltosiHeHHE HaCTpOKH
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Tasks ) docker-clean (Docker - Delete unused manifests and images)

M Delete task P Run [l Stop

Summary | Settings |

Task enabled:
v This flag determines if the task is currently active. To disable this task for a pericd of time, de-select this checkbox
Task name:
A name for the scheduled task
docker-clean
Notification email:

The email address where an email will be sent if the condition below is met

Send notification on:

Conditions that will trigger a notification email
Failure

Repository:

Select the Docker repository to clean up
docker-registry

Deploy offset in hours:

Manifests and images deployed within this period before the task starts will not be deleted
96
Task frequency:
The frequency this task will run. Manual - this task can only be run manually. Once - run the task once at the specified date/ti

run the task every

Weekly

week on the specified day at the specified time. Monthly - run the task every month on the specified day(s

Start date:
06/03/2022
Time to run this task:

The time this task should start on days it will run in your time zone GMT+0300 (Mockea, CTaHIapTHOE EPEeMH).

Fa¥taYal

PucyHok 7 — BelnonHeHre HACTPONKH

3.4 YcraHoBka M HacTpoiika kjaacrepa kafka

3.4.1 YV¥Ycranoska Java
Brinoaauth CJICAYIONIMC KOMAH/bI:
sudo apt install openjdk-8-jdk —y
[TpoBepuTh paboTOCTIOCOOHOCTH CIEAYIOLIEH KOMaH IO
java -version
openjdk version "1.8.0_342"
OpenJDK Runtime Environment (build 1.8.0_342-8u342-b07-0ubuntul~20.04-b07)
OpenJDK 64-Bit Server VM (build 25.342-b07, mixed mode)

3.4.2 ¥YcranoBka u HacTpoiika zookeeper

BrinonauTh CJICAYIONIMC KOMAaHbI:

cd /opt

sudo wget http://mirror.linux-ia64.org/apache/zookeeper/zookeeper-3.6.3/apache-zookeeper-
3.6.3-bin.tar.gz

sudo tar -zxvf apache-zookeeper-3.6.3-bin.tar.gz

VYcTaHOBUTH U CKOH(pUTYpUpOBaTh ZOOKeeper:

Co3pnatp karaior /etc/zookeeper

KonupoBats B Hero coaepkuMoe karaiora /opt/apache-zookeeper-3.6.3-bin/conf

Co3pnatsp ¢aiin zoo.cfg, ucrons3ys mabiaon zoo_sample.cfg
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PenaktupoBarts /etc/zookeeper/zoo.cfg:
sudo nano etc/zookeeper/zoo.cfg

dataDir=/var/lib/zookeeper

autopurge.snapRetainCount=3

autopurge.purgelnterval=1

server.1=172.16.1.241:2888:3888

audit.enable=true

4lw.commands.whitelist=stat

admin.enableServer=false

HOCJ’IG,I[H}I}I CTpOYKa HCO6XOI[I/IMa, €CJIN HeO6XOI[I/IMO 3aIlIpCTUTD BO3MOXHOCTH
agmuHuctpupoBanus Zookeeper c¢ momouisto HTTP API. Ilo ymonyanuio naHHas BO3MOXXHOCTb
aKTHBHA, B pe3yibrare dero Zookeeper 3anumaer mopt TCP 8080, u BO3MOXKHBI KOHQIHKTHI
C Ipyr'MM TpOrpaMMHBIM obOecrieueHueM. Ecnmu ke TpeOyercss COXpaHUTh BO3MOXKHOCTb PaOOTHI
¢ atuM API, pekomenayercst cMmeHuTh nopt ¢ 8080 Ha Apyroil. ITO AenaeTcs MyTEM 3aMEHbI CTPOKH

admin.enableServer=false

Ha CTPOKY:

admin.serverPort=xxxx.

Ecnu B cucreme Ooiee OIHOTO y3Jia Zookeeper, ,I[O68.BJ'I${IOTC}I CTPOYKH

# server.2=<ip-kafka-server-2>:2888:3888

# server.3=<ip-kafka-server-3>:2888:3888

10 YHCITY Y3JIOB C yKa3aHHEM ip-aJIpecoB TUX Y3JIOB.

Cosnats karaior /var/lib/zookeeper

sudo mkdir /var/lib/zookeeper

Co3nathb B kaTajore ¢aiia myid

sudo nano /var/lib/zookeeper/myid

Buectu Tyna nudpy, COOTBETCTBYIOUIYIO ip-aIpecy y3ia U3 CTPOUEK

"server.N=xxx.xxx.xxx.xxx:2888:3888" B (aiine zoo.cfg:

N

Cosnarts ¢aiin /opt/apache-zookeeper-3.6.3-bin/bin/zkStart.sh

sudo nano /opt/apache-zookeeper-3.6.3-bin/bin/zkStart.sh

Conepxxumoe:

#1/usr/bin/env bash

Z0OO_LOG_DIR=/var/log/zookeeper Z00 LOG4J) PROP="INFO,ROLLINGFILE'

/opt/apache-zookeeper-3.6.3-bin/bin/zkServer.sh start

Caenars zkStart.sh ucronusiemsim (755).

Cosnathb (aiin /etc/systemd/system/zk.service

Conepxxumoe:

[Unit]

Description=Zookeeper Daemon

Documentation=http://zookeeper.apache.org

Requires=network.target

After=network.target

[Service]

Type=forking

WorkingDirectory=/opt/apache-zookeeper-3.6.3-bin

ExecStart=/opt/apache-zookeeper-3.6.3-bin/bin/zkstart.sh

ExecStop=/opt/apache-zookeeper-3.6.3-bin/bin/zkServer.sh stop

TimeoutSec=30

Restart=on-failure

[Install]

WantedBy=default.target
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sudo nano /etc/zookeeper/conf/myid
I7ie 3aMEeHUTh Bcé Ha "1" a1 mepBoro cepsepa, Ais Broporo — Ha "2", 11 tpetbero — Ha "3")
[TpoBepuTth paboTOCIIOCOOHOCTD, BHIIIOJIHUB KOMaH/TY -

sudo systemctl restart zookeeper

sudo systemctl status zookeeper

Craryc ZooKeeper npeacrasieH Ha Pucynok 8.

/system/zk.servi vendor preset:
since Mon 2022-07-25 K; 2 months 16

Pucynox 8 — Craryc ZooKeeper

telnet 172.16.1.241 2181

3.4.3 Ycranoska Kafka.
CKaanL APXWB U MMOAIOTOBUTH KAaTaJIOI'u:
cd /opt/
sudo curl https://apache-mirror.rbc.ru/pub/apache/kafka/3.0.2/kafka_2.13-3.0.2.tgz
sudo cp ./kafka_2.13-3.0.2.tgz ./kafka.tgz
sudo rm ./kafka_2.13-3.0.2.tgz
sudo tar -xf kafka.tgz
sudo mv kafka_ 2.13-3.0.2 kafka
sudo useradd kafka
sudo nano /etc/passwd
rae kafka:x:1000:1000::/home/kafka:/bin/sh — mensiem
Ha kafka:x:1000:1000::/opt/kafka:/usr/sbin/nologin
Hacrpoiika /etc/passwd npencrasiena Ha Pucynok 9.

Pucynok 9 — Hactpoiika /etc/passwd

sudo chown -R kafka:kafka /opt/kafka/

sudo chmod -R 755 /opt/kafka/

sudo mkdir /var/log/kafka-logs/

sudo chown -R kafka:kafka /var/log/kafka-logs/

sudo chmod -R 0755 /var/log/kafka-logs/

Hactpouts KoHpUTrypannoHHbIN (aiibl CiTyKObl Server:

sudo nano /opt/kafka/config/server.properties

npuMep KOHpHUTYpaluu Server.properties:

broker.id=1(xmacrep, 1 cepsep “1”,BTopoii “2” u T.1.)
listeners=PLAINTEXT:// 172.16.1.241:9092
advertised.listeners=PLAINTEXT:// 172.16.1.241:9092(xnactep, 1cepep
“172.16.1.241:9092” ,Bropoii “172.16.1.242:9092” u T.11 )
log.dirs=/var/log/kafka-logs

num.partitions=4

num.recovery.threads.per.data.dir=1
zookeeper.connect=172.16.1.241:2181(ecnmukiactep TO Ha KaXKJIOM CEpBEpe IMPOIUCATH
172.16.1.241:2181, 172.16.1.242:2181, 172.16.1.243:2181)
zookeeper.connection.timeout.ms=18000
group.initial.rebalance.delay.ms=0
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Crenyroliye HaCTPOWKH SErVer.properties 1o0aBisiFoTCs TONBKO MPH KIACTEPHOM PEIKUME U3

3x cepsepos kafka :

default.replication.factor=3

min.insync.replicas=2

offsets.topic.replication.factor=3

transaction.state.log.replication.factor=3

transaction.state.log.min.isr=1

acks=all

Hactpouts koH(MUTYpannoHHbIi (aiiibl cayx0bs1 ZOOKeeper:

sudo nano /opt/kafka/config/zookeeper.properties

npuMep KoHburypaipu Zookeeper.properties s kaxaoro ceppepa Kiacrepa:

dataDir=/tmp/zookeeper

clientPort=2181

maxClientCnxns=0

admin.enableServer=false

HacTtpouts ocranbHble CiTyXOBbI:

sudo nano /opt/kafka/config/producer.properties

sudo nano /opt/kafka/config/consumer.properties

sudo nano /opt/kafka/config/connect-distributed.properties

sudo nano /opt/kafka/config/connect-standalone.properties

Kyaa BHECEM JaHHBIC O KJIACTCPEC:

bootstrap.servers=172.16.1.241:9092(ecnukiactep TO Ha KaXJOM CepBEpe IPOIUCAThH
172.16.1.241:9092, 172.16.1.242:9092, 172.16.1.243:9092)

CZ[GJI&TI) IOHUT, BBIIIOJIHUB CIICAYIOIIHEC KOMAaH/bI.

sudo nano /etc/systemd/system/kafka.service

[Unit]

Requires=zookeeper.service

After=zookeeper.service

[Service]

Type=simple

User=kafka

Environment="JAVA_HOME=/usr/lib/jvm/java-8-openjdk-amd64/"

ExecStart=/opt/kafka/bin/kafka-server-start.sh /opt/kafka/config/server.properties

ExecStop=/opt/kafka/bin/kafka-server-stop.sh

Restart=on-abnormal

RestartSec=10

[Install]

WantedBy=multi-user.target

3aIllyCTUM U ITPOBCPUM:

sudo systemctl daemon-reload

sudo systemctl enable kafka.service

sudo systemctl start kafka.service

sudo systemctl status kafka.service

Craryc ceppuca Kafkanpencrasnen na Pucynok 10.

» kafka. e

vendor preset:
2 months 16 da

cordinator 1]: Dynamif
oordinator 1]:
dinator 1]:
ocordinator 1]:
oordinator 1]:
dinator 1]: G
oordinator 1]:
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Pucynoxk 10 — Craryc cepBuca Kafka

3.4.4 TlpoBepka KjacTepa H CJIyxKO.
[poBeputs, uto noru numrytcs B /var/log/kafka-logs/, Beinonaus komany:
sudo Is —al /var/log/kafka-logs/

[IpoBepuTh OKpy’KE€HHE KOMaHI0M:

sudo jps

15926 QuorumPeerMain

28408 Kafka

28925 Logstash

3182 Jps

[TpoBepuTh, 4TO BCe OPOKEPHI PETUCTPUPYIOTCS B ZOOKEeper koMaH 101:
cd /opt/kafka/

Jbin/zookeeper-shell.sh 172.16.1.241:2181 Is /brokers/ids

Cocrosnue OpOKEpOB IPUBEAEHO Ha PI/IcyHOK 11

root@template: /opt/katka/bin# ./zookeeper-shell.s
Cennecting to 172.16.1.2 2

WATCHER: :

WatchedEvent state:SyncConnected type:None path:null

PI/IcyHOK 11 — Cocrostrue OpoKepoB

Cozmarh TONUK TpeMs pazzaesiaMu U pakTopoM perumkanuu 3 (3amycTuTh ¢ JIFo00ro cepeepa
KajicTepa), BBIMIOJIHUB KOMaHy:

sudo ./bin/kafka-topics.sh --create --bootstrap-server 172.16.1.241:9092 --topic example-topic
--partitions 3 --replication-factor 1

Co3zanue Tonmka IPHBE/ICHO Ha PI/IC /HOK 12 u Pucynok 13.

rootLatemp'l ate:/opt/kafkas/bin# ./kafka-topics.sh --create --bo 172.16.1.241:9892 --topic example-topic --partitions 3 --replication-factor 1
Created topic example-topic.

roo‘t@template., opt/katkasbin# I

Pucynok 12 — Co3znanue Tonuka

MMPOBEPHUM TOIIUK:
sudo ./bin/kafka-topics.sh --bootstrap-server 172.16.1.241:9092 --describe --topic example-
topic

root@template: fopt/kafka/bin# jopt/kafkasbin/katka-topics.sh - bootstrap-server 172 241:9092 --describe --topic example-topic
Topic: example-topic  TopicId: Pl2ScnozRCWBgxVuBBUSmg Partitio X at ionFactor: 1  Configs: segment.bytes=1073741824
1 sr:

mple-topic Partition: 8 Leader: 8
mple-topic Partitien: 1 Leader: @ )
Topic: example-teopic Partition: 2 Leader: @ Replicas: 0
root@template: optskafkasbing i

Pucynok 13 — CocrostHue Tonuka

IIpoBepHuTh MOANMCYNKOB KOMAaHAAMU:
sudo ./bin/kafka-console-consumer.sh --bootstrap-server 172.16.1.241:2181 --topic example-
topic --from-beginning
sudo ./bin/kafka-topics.sh --list --list --bootstrap-server 172.16.1.241:9092
sudo ./bin/kafka-console-producer.sh --broker-list 172.16.1.241:9092 --topic example-topic
CocTostHUE MOJMUCUYUKOB IPABENEHO Ha PrcyHok 14

root@template: /opt/kafka/bin# ./katka-topics.sh --List
__consumer_offsets

/bin# ./kafka-console-producer.sh --broker-list 172.16.1.241:9092 --topic example-topic

ctl.atemp'l ate: /opt/kafka/bin# I

Pucynoxk 14 — CocrosiHre noANMCUYUKOB

3.5 YcranoBka Ki1acTtepa minio

3.5.1 YcranoBka minio Ha oHOW HOJE
Yo6enutech, uto nopT 9000 OTKPHIT 7151 BXOJAIIUX COSTUHEHUN



25

1. CkauaTh u 3aIyCTUTh

sudo wget https://dl.minio.io/server/minio/release/linux-amd64/minio
sudo chmod +x minio

sudo mv minio /usr/local/bin

cd /usr/local/bin

OtkpsiTh http://127.0.0.1:9000 st mpoBepku (uim http:/<ip-address>:9000/ )
COBI[aTI: IMOJIB30BATEIIsA, U3-I10] KOTOPOT'O 6y/:[eT 3aIllyCKaTbCsA CEPBHUC KOMaHJaMHU.
sudo useradd minio-user

sudo nano /etc/passwd

I'Jie IOMHCcaTh 3TOMY MOJb30BaTento "/ust/sbin/nologin"

CnenaTth JUPEKTOPUH U JIATh IIPaBa MOJIb30BATEI0 MiNio KOMaH IOM:

sudo mkdir -p minio/data/

sudo chown -R minio-user:minio-user minio/

Co3nath KOH(PUTYpaMOHHBIH (paiiil ¢ TAKUMH TapaMeTpaMHu:

sudo nano /etc/default/minio

MINIO_VOLUMES="/minio/data"

MINIO_OPTS="--address :9000"
MINIO_ACCESS_KEY=HET7RAEFSHREJTJ409GCRR
MINIO_SECRET_KEY= NFLN5930TMMGORO0549IUHF

KJIFOYH, KOTOPBIC MOKHO 3aMCHHUTDH Ha CBOU,IICPBOC JIOTUH,BTOPOC MapOJib.
C,Z[e)'[aTB CCPBUC, 3allyCTHUB KOMaH,I[y:

sudo nano /etc/systemd/system/minio.service

3aHy0TI/ITB CCPBUC U TPOBEPUTH €0, BBINIOJIHUB CICAYIOIINC KOMaH/IbI.
sudo systemctl daemon-reload

sudo systemctl enable minio

sudo systemctl start minio

systemctl status minio

http://<ip-address>:9000/minio/login

3.5.2 V¥YcraHoBka pacnpeaeaeHHOro minio
VYcranosuts Minio B pacupenenéHHOM PEKUME, BBITTOIHUAB CIECIYIOIINE KOMAHbIL:
sudo waget https://dl.minio.io/server/minio/release/linux-amd64/minio
sudo chmod +x minio
sudo mv minio /usr/local/bin
CoznaTh noabp30BaTeNs, U3-110]1 KOTOPOTo OyJIET 3alyCcKaThCsl CEPBUC KOMAH 10M:
sudo useradd -r minio-user -s /shin/nologin
IIpoBepuTh, BHITOIHUB KOMaHy !
sudo nano /etc/passwd
rJie IONUcaTh 3TOMY mojib3oBareso "/usr/sbin/nologin™ komanoii:
AaThb IIpaBa MoJIb30BaTCIIIO minio KOMaHJIaMU.
sudo chown minio-user:minio-user /usr/local/bin/minio
sudo chown -R minio-user:minio-user /minio/data
CozniaTh KOHQUTYpalMOHHBIN (ailyl ¢ TAKUMHU TapaMeTpaMu:
sudo nano /etc/default/minio
MINIO_VOLUMES="http://10.1.250.107/minio/data http://10.1.250.108/minio/data
http://10.1.250.109/minio/data http://10.1.250.116/minio/data"
MINIO_OPTS="--address :9000"
MINIO_ACCESS_KEY=HET7RAEFSHREJTJ409GCRR
MINIO_SECRET_KEY= NFLN5930TMMGORO05491UHF

MINIO_VOLUMES nomkHO OBITH BHIA:
MINIO_VOLUMES="http://<ip-minio-server-1>/minio/data http://<ip-minio-server-
2>/minio/data http://<ip-minio-server-3>/minio/data http://<ip-minio-server-4>/minio/data"
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MINIO_ACCESS_KEY , MINIO_SECRET_KEY xitoud, KOTOpble MOXHO 3aMEHUTH Ha

CBOM,IICPBOC JIOTUH,BTOPOC MAPOJIb.

OpnunakoBbli (aiin KoH(UTypanuu Ui BCEX CEPBEPOB,CKONMMPOBATH JAHHBIC B TAKUE KE

co3JaHHbIe (aiiiIbl HA cepBepax.

[TorpemHocTh BpeMeHH Ha cepBepax IOJKHBI ObITh He Oosee 3 cekyHI (B KpallHEeM ciyvae

yKa3aTh Ha BCIO OJIMHAKOBYIO 1aty/Bpems -#date MMDDhhmmYYY'YY.ss — date 070918422019.00)

CI[CJ'IaTB CCPBUC, BBITIOJIHUB KOMaHI[y:

sudo nano /etc/systemd/system/minio.service
Coznars unit

[Unit]

Description=Minio
Documentation=https://docs.minio.io
Wants=network-online.target
After=network-online.target
AssertFilelsExecutable=/usr/local/bin/minio
[Service]

WorkingDirectory=/usr/local/
User=minio-user

Group=minio-user
PermissionsStartOnly=true
EnvironmentFile=-/etc/default/minio
ExecStartPre=/bin/bash -¢ "[ -n \"${MINIO_VOLUMES}\" ] | echo \"Variable

MINIO_VOLUMES not set in /etc/default/minio\""

3.6

ExecStart=/usr/local/bin/minio server SMINIO_OPTS $MINIO_VOLUMES
StandardOutput=journal

StandardError=inherit

# Specifies the maximum file descriptor number that can be opened by this process
LimitNOFILE=65536

# Disable timeout logic and wait until process is stopped

TimeoutStopSec=0

# SIGTERM signal is used to stop Minio

KillSignal=SIGTERM

SendSIGKILL=no

SuccessExitStatus=0

[Install]

WantedBy=multi-user.target

3aHy0TI/ITB CCPBUC U NMPOBECPUTDH €TO, BHINIOJIHUB KOMaHbI.

sudo systemctl daemon-reload

sudo systemctl enable minio

sudo systemctl start minio

Hacrpoiika ELK nas coopa soros(He o0si3aTe/ibHA K yCTAHOBKE)

HOJ’Iy‘lI/ITB HUCTOYHHUK U IMPOU3BECTHU YCTAHOBKY C IIOMOIIBIO CICAYIOMINX KOMaHI:

waget https://artifacts.elastic.co/downloads/elasticsearch/elasticsearch-7.17.2-amd64.deb
sudo dpkg -i elasticsearch-7.17.2.deb

waget https://artifacts.elastic.co/downloads/kibana/kibana-7.17.2-amd64.deb

sudo dpkg -i kibana-7.17.2-amd64.deb

waget https://artifacts.elastic.co/downloads/logstash/logstash-7.17.2-amd64.deb

sudo dpkg -i logstash-7.17.2.deb

I[Mpaeka sudo nano /etc/elasticsearch/elasticsearch.yml

network.host: 10.1.250.144
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path.data: /var/lib/elasticsearch # nupekTopus 11t XpaHEHHS TaHHBIX (1T0 YMOJTYaHHIO BCE yiKe
TaM, IPOCTO IPOBEPUTH)

I[TpaBka sudo nano /etc/kibana/kibana.yml

server.host: "10.1.250.144"

I[TpaBka sudo nano /etc/logstash/logstash.ymi

http.host: "10.1.250.144"

Jlo6aBiisieM B aBTO3arpy3Ky M 3aIlyCKaem

sudo systemctl enable elasticsearch.service

sudo systemctl start elasticsearch.service

sudo systemctl enable kibana.service

sudo systemctl start kibana.service

sudo systemctl start logstash.service

sudo systemctl enable logstash.service

[TpoBepuTh paboOTOCIOCOOHOCTH CIEAYIOMIMMU KOMaHIaMU:

sudo systemctl status elasticsearch.service

sudo systemctl status kibana.service

sudo systemctl status logstash.service

Craryc cepBucos ELK npencrasien Ha Pucynox 15.

Pucynok 15 - Craryc cepuco ELK

OTkpoiTh cchUIKy uepes IE: http:// 10.1.250.144:9200/_cat/health?v
Craryc cepBucos B |E npencrasiien Ha Pucynox 16.

°@|,— ttp://10.1.250.144:2200/_cat
Op epsw

health? £-c|l& w10 11 oK
®aiin  Mpaeka na

epoch timestas us node. 1 node.data shards pri relo init unassign pending_tasks max task wait_time active_shards percent
1563524330 09:13:30 elasticsearc h green 1 1 o o o o o [ - 100.0%

Pucynok 16 — Craryc cepBucos B [E

Hactpouts kafka.conf ms logstash creayronimu xomangamu:
sudo nano /etc/logstash/conf.d/kafka.conf
input {
kafka {
bootstrap_servers =>"10.1.250.144:9092"
topics => ["eais-log"]
codec => json
}

}

output {

elasticsearch {

hosts => ["10.1.250.144:9200"]
index => "eais-log"

workers => 1
}

}

Jloru logstash moctymue! B /var/log/logstash
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COpoc noka WHAEKCa, TMPH HEOOXOIUMOCTH (HampuMep, aBTOJOK IPH HEXBATKE MECTa)
JIOCTYIIEH IPU ITOMOLLH:

PUT eais-log/_settings

{

"index": {

"blocks": {

"read_only_allow_delete": "false™

¥
¥
ki

4 Pa3zBopaunBaeM npemocraBiieHHbIe JaHHbIe B Postgresql.

Cozmaem B postgresql mycTeie 0a3bl JaHHBIX HMCXOIs W3 HA3BaHUSA MPEIOCTABICHHBIX
6a3(Cmotpu B pasaeine 7 — bassr postgresql).

su postgres

createdb grsz_authserver grsz_ui u tx

pg_restore -C -d grsz_authserver /backups/grsz_authserver -18-11-2022.backup Tax xe
npoacjablBacM C OCTAJIbHBIMHA 6aSaMI/I, €CJIM OHa HE€ OHAa.

psql

select datname, pg_size pretty(pg_database_size(dathame))

from pg_database;

[TpoBepum uTO 6a3bI CO3MATUCH

select datname, pg_size_pretty(pg_database_size(datname))

from pg_database;

[ToaTBepxaeHre o ToM, 4To 0a3bl JAHHBIX CO3JAIUCH MpeCcTaBIeHo Ha PucyHok 17

Pucynok 17 — Co3nanHbie 6a3bl JaHHBIX

5 Pa3BopaunBaem npeaocTaBjieHHbIe JaHHbIE B Nexus.

Ha cepBep Nexus mnepenucbiBaeM JIO0bIM crocoOoM B J00yI0 yJIOOHYIO Mamky
npenoctasieHHble KoHTeiHepsl docker(Cmotpu B paznene 7 — Konteitnepsr docker). k npumepy opt.
n JaJICC BBIMOJHAECM KOMAaH/IbI.

docker load -i /opt/grsz-auth-service.tar

docker tag image_id Bami_ip(uau dns-ums):mopt/grsz-auth-service

K npumepy:

docker tag d1fcfe89bfa2 nexus-test-docker.metaprime.ru/grsz-auth-service miu
docker tag d1fcfe89bfa2 172.16.1.214:8085/grsz-auth-service

Brmonaenne koMaHa mpesacrasieHo Ha Pucynoxk 18
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214MB
207MB
207MB
207MB
214MB
214MB
214MB
214MB
213MB
217MB
212MB
197MB

0000000000000 000000O0O

202MB

Pucynok 18 — BrinosnHeHue komaHa Juisl pa3BOpauvBaHUsI [TOTOTOBIEHHBIX JaHHBIX B Nexus

W nanee Bce 0CTanbHbIE KOHTEHHEPBI.

3arpy>xaiTe u TErupyuTe KOHTEHHEPHI IO OUEPEAU, MHAYE MOMKHO 3aIyTaThCs, TJI€ KAKOW KOHTEHHEP
MIPU TETUPOBAHUMU.

[Tpumep Kak TOJKHBI BBITIIAAETh MPABUIBLHO TETHPOBAaHHBIE KOHTEIHEPHI MpecTaBieH Ha PucyHok

nexus -test-docker.metaprime.ru/spb-grsz-servicediscovery-service latest eafc6981ec93 3 weeks ago
test-docker.metaprime.ru/spb-grsz-monitoring-service latest a62c588
3 test-docker.metaprime.ru/grsz-auth-service latest 448cfac3
root@test-kuber-nexus:~# [i

Pucynoxk 19 — IIpumep koHTElHEPOB

[anee Boirpyxaem ux B NexXus:

docker push Bam_ip(uau dns-ums):mopt(c dns umeHeMm mopT He TpebyeTcs)/grsz-auth-service
ITpumep:

docker push nexus-test-docker.metaprime.ru/grsz-auth-service uu

docker push 172.16.1.214:8085/grsz-auth-service

H: 0Be= Ka HaJM4us KOHTEHHEpOB B NEXUS mpeacTaBieHa Ha PucyHnok 20.

Q, Docker ses

Image Name Image Tag  Layer Id Content Digest

s in Docker repositories
© Welcome
= Q Search

Name Group Version Format
Q Custom

Q, Maven

Q NuGet

8 Browse

atest

atest
atest
atest

atest

test
st
test
-
test
test
test
est
test
test
test

at

Pucynok 20 - IIpoBepka Hanuuusi KOHTEMHEPOB B NEXUS

6 Deployment cepBucoB B kJj1actep Kyoepa.

3axoMM Ha MepBbIi yIpaBisomui cepsep Kyoepa. Co3gaeM CKpBITYIO MANKy

sudo mkdir /root/.docker

sudo nano /root/.docker/config.json

U jo0aBisieM TyZa JaHHble (OTH JaHHBIE KOMUPYIOTCA C cepBepa NEXUS M3 aHAJOTHYHOTO
¢aiina 1 pacronoKeHusl. ):

{
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"auths™: {
"172.16.1.214:8085": {
"auth™: "YWRtaW46MQ==
}

"nexus-test-docker.metaprime.ru™: {
"auth™: "YWRtaW46MQ==
}

¥
¥

DT 1aHHBIC aBTOMATHYECKH OBLIM CreHEPHUPOBAHBI IIPH pa3BopayrBaHuu NEXUS ¢ docker.
Co3zmaem namespace U KIIF0Ud CEKPETOB ISl KOHTEHHEPOB
kubectl create namespace spb-grsz
kubectl create secret generic regcred --from-file=.dockerconfigjson=/root/.docker/config.json -
-namespace=spb-grsz --type=kubernetes.io/dockerconfigjson
Cos;[aHHe namespace u KJIIO‘-ICI/I CEKPETOB JJII KOHTCHHEPOB IpeAcTaBicH Ha PucyHok 21.

ubectl create namespace spb-grs

ated
ubectl create secret gemeric regcred --from-file=.dockerconfigjson=/root/.docker/config.json --na -grsz --type=kubernetes.io/dockerconfigj

et/regered created
rootlate t-kuber-1

PHcyHOK 21 - Co3panmue namespace M KJIF0OYH CEKPETOB JIJIsl KOHTEHHEPOB

Co3znaeM aiin 1 BHOCHM Ty/a JaHHBIC M MEHSEM ip U APYTHE JaHHbIC HAa CBOM B KOH(HTE UITH
MPOIYCKaeM IyHKT €CJIM TOTOBBIM KOH(MUTYpaIIMOHHBIC (aiiibl ObUIN TPEIOCTABIICHBI.

Toraa ux MpOCTO CKOMMMPOBATH JIFOOBIM YJIOOHBIM CITOCOOOM B MAIKy Ha JIF0OOH MacTep cepBep
k8s,kx mpumepy B /opt

[Ipumep: rotoBoro koHpura kortopbie OyayT npemocraBieHHbie(CMOTpU B paszjgene 7 —
Konduryparuontsie Gpaiiibl 1 CEPBUCOB).

sudo kubectl apply -f /opt/spb-grsz-authserver.yml

MOYKHO pa3BEepPHYTH BCIO MAIKY JETUIOEB, 110 | (aiiiry Ha KayKabIi CepBUC MITH CPa3y BCIO MAIKY
C IOATOTOBJICHHBIMU (l)aﬁHaMH.

sudo kubectl apply -f /opt/grsz/

Daiinel ACTIIIOCB MO0 TOTOBBIE OIHMCAHUE WX NpeaoCTaBIACTCA CO BCEM OCTAJIbHBIM
mporpaMMHBIM 06€CH€‘I€HI/ICM, C JOMOJHCHUAMM, I'/IC U B KAKUX MCCTaxX HYXHO U3MCHUTH JAHHBIC
ucxost u3 ceoeit konduryparuu. (Cmotpu B paszaene 7 — [IpengocraBisemMbie JaHHBIE).

[Tocne 3aBeplueHHs BBIFPY3KH KOH(PUIypanMOHHBIX (aiiioB B K8S,mpoBepuM dYTO OHHU
paboraror.

sudo kubectl get pods -A=true

PesynbraT BRIOTHEHNST KOMAHIBI TIPEACTaBIeH Ha PucyHok 22.



ies to all commands).
-1:~# kubectl get pods
NAME
coredn: 65d
coredns-56

READY STATUS RESTARTS
1/ Running

Running

r-3 Running

-test-kub / Running

-test-kuber Running
est-kube

Running

Running

Running

Running

Running

Running

Running
Running
Running

orter-7t8nt Running
rter-clrim Running

Running
Running
Running
Running
Running

c6b5b8f86-7bvsr

Running
Runnin

Pucynok 22 - Pe3ynbTaT BBINOTHEHUS! KOMAHIbI

Pa0OTHI IIPEICTABIIEHbl HA PUCyHOK 23.

Deployments

Toxe camoe B Lens uarepdetice. Pe3ynbraTel

kubemetes-

Conditions

Deployments

Pucynok 23 — Pe3ynsrarsl pabotsl B Lens

[Tposepum kadky(Ha modom cepsepe katka),uTo qaHHBIE TPUXOIAT U TOMUKU CO3AATUCH
/opt/kafka/bin/kafka-topic.sh --bootstrap-server 172.16.1.207:9092 —describe
PesynbraThl paboTh! Kadku npescTaBieHbl Ha Pucynok 24.



ka-1:/opt/kafka/bin# ./kafka-topics.sh --1

Partitions Rephications

CABITE T Aale D2 TR L6 w21

T30 G1 LS BT Y w3

$4c1359 6108 211 0SS5 HABSUe st 3

| yHOI( 25 - Pe3y'J'ITaTBI paboTHI Iiepe unTepodeiic akhq.io

[Tpoepum uto coznatotcs bucket B minio (B webui ip mro6oro u3 cepsepos ¢ noptom 9001
JIOTHH U NapoJib KOTOPbIE YKa3bIBAJIUCH B Qailie).
PesynbTaT paboTsl nipencraieH Ha PucyHok 26.

Buckets

2022.11.grsz-smev-log Mansge @
Crested: 2022-11-18T15:38:29Z Access: RAW  —
E Gusage @ Objects
25.2 4,796
Administrator
NN arer_cmanlna ——

Pucynok 26 — IIpoBepka co3mxanus bucket B minio

[TpoBepum uTo cuctema padoTaeT B Opaysepe http://172.16.1.244:30620 (ITopt MoxeT OBITH
JPYro#, B 3aBUCMOCTH Kakoil ObUT yKa3aH B KOH(Ure spb-grsz-ui-service B paszzene Service mnpu
deploument cepBuca)

[TpoBepka pabOTHI CHCTEMEBI peCcTaBlieHa Ha Pucynok 27.


http://172.16.1.244:30620/
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= pucn

PernoHanbHas uudgpoBas coumansHaa nnatgopmMa

Pucynoxk 27 — IIpoBepka 3amycka CUCTEMBI

IIpenocraBisiemble 1aHHBbIE 1 pa3BopaunBanus cucrembl PIICII.
bassr Postgresql:

1.

2.

4.

5.

grsz_authserver - ba3za naHHBIX, B KOTOPOW XPaHATCS CBEACHUS O TOJIb30BATEIISAX IS
UX aBTOPHU3AlMU Ha [opTajie

grsz_egisso - basa nmaHHBIX, B KOTOpPOW xpaHsaTcs cBeaenuss o6 JIMC3, ¢akrax
HazHaueHnii MC3, nocraBmukoB yciyr, Touek npucyrctsus OHMC3, a Ttaxxke
MOCTaBIIMKOB HH(POpPMALIUT

grsz_smev - ba3a naHHbBIX, B KOTOpOH XpansaTcs cBereHus o CMOB 3ampocax u
OTBETOB, a TaKKe (HajoB, 3arpyKEHHbIX HA [TOpTaE

grsz_staff - baza naHHBIX, B KOTOPO#l XpaHSTCS CBEICHUS 00 OpraHU3alUsIX H
COTpYJIHUKAX

grsz_ui - ba3za 1aHHBIX, B KOTOPOM XpaHSATCS CBEACHHS O HACTPOIKax HHTepdeiica.

Konretinepsr docker:

1.

2.

B2 ©ooN

0.

spb-grsz-kmsz-service - Cepsuc obecnieurBaet HopMHpPOBaHKE 3aMPOCOB HA HATUYNE
B ETUICCO akTHBHBIX, MyOJINKYyEMbIX U akTyanbHbIX Bepcuit KMC3
spb-grsz-lkmsz-service - Cepsuc, peanu3yolinii OW3HEC-TOTHKY PA0OTHI C JTOKATBHBIM
kiaccugpukaropom MC3

spb-grsz-raf-service - Cepsuc, peanusyrommii OH3HEC-TOTHKY paboOThl ¢ (aKTamMu
HazHaueHuss MC3

spb-grsz-rpp-service - CepBuc, peanu3yrolnuii OM3HEC-JIOTUKY Pa0bOTBI C TOYKAMH
npucyrctuss OHMC3

spb-grsz-ro-service - CepBuc, pealu3yIoui OU3HEC-TOTUKY pabOThHI ¢ TTOCTABIIUKAMHU
yCIyT

spb-grsz-rpi-service - CepBuc, peaqu3yoIinii OM3HeC-IOTUKY PabOThI C ITOCTABIHKAMH
uHpOpMaLUu

spb-grsz-ui-service - ba3oBblil KOMIIOHEHT WHTEp(delica MoIb30BaATEsI
spb-grsz-userevents-service - CepBuc yBeJOMICHHUIT O COOBITUSIX [UIs TOJIb30BATEIIS
spb-grsz-auth-service - CepBuc peaau3yeT aBTOPHU3AINIO TOIH30BATENS B CHCTEME
spb-grsz-staff-service - CepBuc peanusyer OU3HEC-TOTUKY yIPaBICHHs OpraHU3aluei
U e COTPYAHUKAMH

. Spb-grsz-ui-service - ba3oBblii KOMITOHEHT UHTEp(eiica MoIb30BaTeNs
12.
13.

spb-grsz-userevents-service - CepBUC yBEIOMICHHH O COOBITHUSAX IS TTOJIB30BATEIIS
spb-grsz-smev-service - CepBuc aBToMaTn4eckoro popMupoBanus u ornpasku CMOB
- 3aIPOCOB



14.
15.
16.
17.
18.
19.
20.
21.

22.
23.
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spb-grsz-smev-nsi-service - CepBuc, 00eCIEUHBAIONINN XpaHEHHUE CIPABOYHOM
uHpopmannu CMOB
spb-grsz-ftp-sevice - CepBuc obecrieunBaeT yaaaeHHy0 epeaady Ghaiios

spb-grsz-file-data-upload-service - Cepsuc, obecnieunBaromuii padboty ¢ dhaiiamu
spb-grsz-soap-endpoint-service - Cepsuc, obecnednBaroyii pabOTy € BHIAMH
ceegenuit CMOB3

spb-grsz-servicediscovery-service - I1o3BosisseT aBTOMAaTHYECKH ONPEAEIATh CCTEBHIC
azpeca JUIs JOCTYIHBIX HWHCTAHCOB TPHIOXKEHHH, KOTOpPBIE MOTYT JWHAMHYECKH
U3MEHSTHCS [0 IIPUYMHAM MACIITAOUPOBaHMS, AJCHUIA U OOHOBJICHHA.
spb-grsz-monitoring-service - Cepep MonuTopuHra Ha 6asze Spring Boot Admin
spb-grsz-grsz-api-service - Cepsuc REST-ny6mukanun CRUD APl u yruaur. Poytut
3aIPOCHI MEKIY CEpBHCAMK OM3HEC-TOTHKH

spb-grsz-apigateway-service - APl  Gateway  MO3BOJIsSE€T  aBTOMATHYECKH
IIEPEHATIPABIISATH 3aIPOCHI HA ONPEIEIEHHBIC ip aapeca U MOPTHI

spb-grsz-nsi-service - Cepsuc Hopmarusro-cripaBounoii nrpopmarmu (HCI)
esia.test.endpoint - Cepsuc-3arnymika ECUA

Kondurypamnuonusie (haiiiasl s CEPBUCOB MPEIOCTABISIOTCS C TEMH K€ HA3BAHHUSIMH YTO U
KOHTEIHEepHI JOKEP U B TOM ke KOJIHUECTBE, /I KaKIO0ro KOHTelHepa cBoil (haiin. B daiinax BHyTpH
OyJIleT MPOMKUCAHO B KAaKUX MyHKTaX Ha YTO MEHATh, 0OBIYHO YKa3aHO B CKOOKaxX

ITpumep: grsz-auth-service.yml

sudo nano /opt/grsz-auth-service.yml

kind: D

eployment

apiVersion: apps/vl
metadata:

name:

spb-grsz-authserver

namespace: spb-grsz
labels:
k8s-app: spb-grsz-authserver
annotations:
deployment.kubernetes.io/revision: '1'

spec:

replicas: 1
selector:

matc

hLabels:

k8s-app: spb-grsz-authserver
template:

metal

data;

name: spb-grsz-authserver
creationTimestamp: null
labels:

k8
Spec:

s-app: spb-grsz-authserver

containers:
- name: spb-grsz-authserver 5
image: SAMEHUTH HA CBOU IP:ITOPT MJIM DNS MM /grsz-auth-service:latest'

e

nv:
- name: GRSZ_KAFKA LOGTOPIC

value: grsz-log
- name: GRSZ_KAFKA PUBLICKEYTOPIC



value:
- hame:
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grsz-authserver-publickey
GRSZ_APPLICATION_NAME

value: spb-grsz-authserver

- name:
value:
- name:
value:

GRSZ_AUTHSERVER_SERVICE_PORT

"8080"

GRSZ_AUTHSERVER_DATASOURCE_PASSWORD

JIIOBOM JIPYT'OMl TIAPOJIb OT POSTGRESQL K IIPUMEPY OT

[TIOJIb3OBATEJISI POSTGRES CO3/JAHBII PAHEE B JIOKYMEHTALIMU

- hame:
value:
- hame:
value:
- hame:
value:
- hame:
value:
- hame:
value:

GRSZ_KAFKA_SERVERS

'IP JIOBOI'O 13 BAIIINX CEPBEPOB KAFKA:9092'
GRSZ_DISCOVERY_SERVICE_URL
'http://spb-grsz-servicediscovery.spb-grsz:8761/eureka’
GRSZ_AUTHSERVER_DATASOURCE_DRIVER

org.postgresql.Driver

TZ

Europe/Moscow

GRSZ_AUTHSERVER_DATASOURCE_USER

postgres MJIM JIFOBOM JIPYTOM IIOJIb3OBATEJIb,ECJIN BbIJI CO3JAH

PAHEE B IOKYMEHTAIIUN C JOCTATOYHbBIMU ITPABAMMU K FA3AM

- hame;
value:

GRSZ _AUTHSERVER_DATASOURCE_URL
'jdbc:postgresql://BBEJAUTE IP BAIIEI'O CEPBEPA

POSTGRESQL.:6432/grsz_authserver?prepareThreshold=0'

- hame:
value:
- hame:
value:
- hame:
value:
- hame:
value:
- hame:
value:
- hame:
value:
- hame:
value:

{ip}."
- hame:
value:
- hame:
value:

USER_LOCKOUT_ENABLED

"false™

USER_LOCKOUT_ATTEMPT

II3II

USER_LOCKOUT_TIME_RESET

lllll
USER_LOCKOUT_LOCKOUT_TIME
II5II

USER_LOCKOUT_MAIL
"you-email@you-address.ru”
APPL_LETTER_LOCKOUT _TITLE
"ITonws3oBarens {username} 3abnokupoBan”

APPL_LETTER_LOCKOUT_TEXT

"ITons3oBarens {username} 3abmoxuporan {date}. IP ampec mosb3oBarens
GRSZ PASSWORD_AUTH_ENABLED

"true"

ESIA_URL

"http://BI/IPTYAHBHbIﬁ IP AJIPEC PABOUYMX Y3JIOB:30545" — (TOJIBKO

ECJIN UCITOJIB3YETCS 3ATJIVIIIKA,B IPYTOM CJIYUAE PEAJILHBIN AJIPEC ECHA U

TIOPT)
- hame:
value:
- hame:
value:
- hame:
value:
- hame:
value:
- hame:

GRSZ_ESIA_ BACK _REDIRECT_URI

"/oauth/v1/esia/token"

GRSZ_ESIA_CLIENT_ID

"MP_JPRIME"

GRSZ_ESIA_CLIENT_CERTIFICATE_HASH

"X3II CEPTUOUKATA™

GRSZ_ESIA_USER_SCOPE

"openid fullname snils inn usr_org birthdate gender birthplace email mobile™
GRSZ_ESIA_ORG_SCOPE


http://spb-grsz-servicediscovery.spb-grsz:8761/eureka'
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value: "org_shortname org_fullname org_type org_ogrn org_inn org_kpp
org_agencyterrange org_agencytype org_ctts org_addrs org_brhs org_brhs_ctts org_brhs_addrs"
- name: GRSZ_ROLES_CONSTRAINTS
value: '{
"AUTH_ADMIN": {"AUTH_ADMIN"},
"AUTH_STAFF_ADMIN": {"AUTH_ADMIN", "AUTH_STAFF_ADMIN"}
3
- name: GRSZ_STAFF_SERVICE_NAME
value: 'spb-grsz-staff-service'
resources:
requests:
memory: 1000Mi
cpu: 100m
limits:
memory: 1000Mi
terminationMessagePath: /dev/termination-log
terminationMessagePolicy: File
imagePullPolicy: Always
securityContext:
privileged: false
restartPolicy: Always
terminationGracePeriodSeconds: 30
dnsPolicy: ClusterFirst
securityContext: { }
imagePullSecrets:
- name: regcred
schedulerName: default-scheduler
strategy:
type: RollingUpdate
rollingUpdate:
maxUnavailable: 25%
maxSurge: 25%
revisionHistoryLimit: 10
progressDeadlineSeconds: 600
kind: Service
apiVersion: v1
metadata:
name: spb-grsz-authserver
namespace: spb-grsz
labels:
k8s-app: spb-grsz-authserver
spec:
ports:
- name: tcp-8080-8080-ficsd
protocol: TCP
port: 8080
targetPort: 8080
nodePort: 32172
selector:
k8s-app: spb-grsz-authserver
type: NodePort



37

sessionAffinity: None
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: spb-grsz-authserver-policy
namespace: spb-grsz
spec:
podSelector:
matchLabels:
k8s-app: spb-grsz-authserver
policyTypes:
- Ingress
- Egress
ingress:
- from:
- ipBlock:
cidr: 10.32.0.0/12
- from:
- ipBlock:
cidr: 172.50.5.0/24BAMEHNUTL HA BAIIIY IIOACETb,KOTOPASI BYJET
NUMETDH JOCTVYII K CEPBUCAM)
- from:
- ipBlock:
cidr: 192.168.100.0/22(BAMEHUTL HA BAIIY IIOACETb,KOTOPASI BYJET
NUMETH JOCTVYII K CEPBUCAM)
egress:

-{}

KonnyectBO mojacerel MOXKHO yKa3blBaTb HE OrpaHWYeHHO. Tak ke B JIpYyrux
KOH(UTypallMoOHHBIX (aiinax OyayT yKa3aHbl U APYTHe IMYHKTHI, BO BCEX HUX YTO HA YTO MOMEHSTH
OyJzleT yKa3aHO BHYTpPH.



