OnucaHue

REST-mMeToAbl Ny6AMKaL MU HACTPOEK AOCTYMA Ha YTEHUE

Onepauuu ¢ MeTaonucaHnem

1. NMonyyeHune BCero cnucka HacTpoek AocTyna

GET /access/vl/jpPackages/
e ponb AUTH_ACCESS

® OTBEeT
Koa Onucanue
401 HeTt goctyna
404  Appec He HangeH
500 Owwmbka cepBepa
200 YTtunuta oTpaboTana ycrewHo

ANs ponn AUTH_ADMIN

{
"code": "adminAccess",
"name": "MONHbIM AOCTYN U TONAbKO AnA ponu ADMIN",
"description"”: "MonHbiM gocTyn M Tonbko gnA ponu ADMIN",
"gName": "",
"accesses": [
{
"type": "permit",
"role": "ADMIN",
"read": true,
"create": true,
"update": true,
"delete": true
}
]
s

ONSA ocTanbHbIX ponen



"code": "adminAccess",

"name": "MoAHbIM [OCTYN WM TONbKO Ans ponu ADMIN",
"description": "MonHbiM pocTyn M Tonbko Ana poau ADMIN",
"gName": ""

}s

Mapametp OnucaHue
totalCount  O6LLee KONMMYECTBO KlaccoB

classes Cnucok MeTaonucaHum

2 MonyyeHune HaCTPOEK JOCTYyNa No yKasaHHOMY Koy

GET /access/vl1/jpPackages/<code>

e ponb AUTH_ACCESS
MNapamerp OnucaHue
code Kog HacTpowmku.
® OTBET
Koa  OnucaHue
401 HeT goctyna
404  Appec He HangeH
500 Owwmbka cepBepa
200  YTunuta oTpaboTana ycnewHo

AnA ponn AUTH_ADMIN



"code": "commonReadonly",

"name": "[JocTyn nonHbim gna ponu ADMIN, ocTajbHbM Ha 4YTeHue",
"description™: "[focTyn nonuHbii gns ponu ADMIN, oCTajsibHbIM Ha 4TeHue",
"gName": ""

"accesses": [

{
"type": "permit",
"role": "ADMIN",
"read": true,
"create": true,
"update": true,
"delete": true

¥

{
"type": "permit",
"role": "AUTH_ACCESS",
"read": true,
"create": false,
"update": false,
"delete": false

¥

{
"type": "prohibition",
"role": "DISABLED",
"read": true,
"create": true,
"update": true,
"delete": true

}

1151 OCTasbHbIX ponen

{
"code": "commonReadonly",
"name": "[JocTyn nonHbim gnAa ponu ADMIN, ocTajbHbIM Ha 4YTeHue",
"description”: "[locTyn nonHebii Ans ponu ADMIN, ocCTanbHbM Ha 4YTeHue",
"gName": ""

}

3 MonHbIN cnUcok HaCTpoeK AO0CTYyNna KO BCeM KJlacCaM

GET /access/v1l/jpClasses

e ponb AUTH_ACCESS

® OTBeT



"classCode": "<classCodel>",

"read": true,

"create": true,

"update": true,

"delete": true,

"editAttrs": {
"<attrCodel>": true,
"<attrCode2>": true,
"<attrCode3>": false

¥
b
{
"classCode": "<classCode2>",
"read": true,
"create": true,
"update": true,
"delete": false,
"editAttrs": {
"<attrCodel>": true,
"<attrCode2>": true,
"<attrCode3>": false
¥
}

Mapametp OnucaHue

classCode KopoBoe nmsa knacca

read Mpu3HakK AoCTyna Ha YTeHne 06BbEKTOB Kflacca
create MNpusHak gocTyna Ha co3aaHue o6beKTOB Kilacca
update Mpu3Hak gocTyna Ha 06HOB/IEHMEe 06 HEKTOB Kacca
delete MpusHak gocTyna Ha yaaneHue 06beKTOB Kacca

Cnucok aTpu6yTOoB, AOCTYMNHbIX AN
pefakTUpoBaHMUSA

editAttrs

Cnucok aTpubyToB, AOCTYMHbIX AJIA PeAaKTUMPOBaHMA COAEPXKMT KOJOBOE MMsi aTpMbyTa U MPU3HaK BO3MOXHOCTH
pepakTupoBaHuA . ECnv KogoBoro nmeHu atpubyta B editAttrs HeT. TO npocmoTp aTpubyTa 3anpeleH

4 HacTponku gocTtyna K onpegeneHHoMy Knaccy

GET /access/v1l/jpClasses/<classCode>

e ponb AUTH_ACCESS

® OTBEeT



"classCode": "<classCode>",

"read": true,

"create":
"update":
"delete":

true,
true,

true,

"editAttrs": {

MapameTtp
classCode
read
create
update

delete

editAttrs

Cnucok aTpubyToB, AOCTYMHbIX AJiA PeAakTUMPOBaHUA COAEPXKMT KOJOBOE MMsi aTpMbyTa U MPU3HaK BO3MOXHOCTH
penakTupoBaHuA . ECnv KogoBoro nmeHu atpubyta B editAttrs HeT. TO npocmoTp aTpubyTa 3anpeleH

5 Hactpownku AOCTYyMNa K onpepesieHHoOMYy Knaccy npu ykasaHHomMm 3aHa4eHuun

"<attrCodel>": true,
"<attrCode2>": true,
"<attrCode3>": false

OnucaHue

KogoBoe nmsa knacca

Mpu3HaK focTyna Ha YTeHNe 06bEKTOB Kiacca
Mpu3Hak gocTyna Ha co3gaHne o6bEKTOB KJlacca
MNpu3Hak gocTyna Ha 06HOBMIEHNE OO BEKTOB Kacca
MpusHak gocTyna Ha yaaneHue o6beKTOB KJlacca

Cnucok aTpubyTOoB, AOCTYMNHbIX AN
pefakTUpoBaHMUSA

GET /access/vl1l/jpClasses/<classCode>/<kopn aTpubyTa>/<3HayeHue>

e ponb AUTH_ACCESS

MCI'IOJ'Ib3yeTC$| Ana npoBepkun AoCTyna, 06bIYHO co3aaHuda, no O6paTHOI7I CCblsike

® OTBeT



"classCode": "<classCode>",

"read": true,

"create": true,

"update": true,

"delete": true,

"editAttrs": {
"<attrCodel>": true,
"<attrCode2>": true,
"<attrCode3>": false

Mapamerp OnucaHue

classCode KopoBoe nms knacca

read Mpu3HaK AoCTyna Ha YTeHne 06BbEKTOB Kflacca
create Mpu3Hak gocTyna Ha co3aaHue o6beKTOB Kilacca
update Mpu3Hak gocTyna Ha 06HOB/IEHME 06 HEKTOB Kacca
delete Mpu3sHak gocTyna Ha yaaneHue 06beKTOB KJlacca

Cnucok aTpubyTOoB, AOCTYMNHbIX AN
pefakTUpoBaHMUSA

editAttrs

Cnucok aTpubyToB, AOCTYMHbIX AJIA PeAaKTUMPOBaHUA COAEPXKMUT KOJOBOE MMsi aTpMbyTa U MPU3HaK BO3MOXHOCTH
penakTupoBaHuA . ECnv KogoBoro nmeHu atpubyta B editAttrs HeT. TO npocmoTp aTpubyTa 3anpeleH

6 HacTpouku goctyna K onpeaeneHHOMy 06beKkTy

GET /access/v1l/jpObjects/<classCode>/<objectId>
e ponb AUTH_ACCESS

® OTBEeT



"objectClassCode": "<classCode>",

"objectId": "<objectId>",

"read": true,

"create": false,

"update": false,

"delete": false,

"editAttrs": {
"<attrCodel>": true,
"<attrCode2>": true,
"<attrCode3>": false

Mapametp OnucaHue

objectClassCode  KopgoBoe nmsa knacca o6bekta

objectld NaoeHTndukaTop o6bekTa

read Mpu3Hak gocTyna Ha YTeHMe 06bekTa
create Mpu3HaK goCcTyna Ha co3faHue o6bekTa
update Mpu3Hak gocTtyna Ha O6HOB/IEHME 0ObeKTa
delete MNpusHak gocTyna Ha yaaneHue o6bekTa

Cnucok aTpubyTOoB, AOCTYMNHbIX A1S
pefaKTMpOBaHUs

editAttrs

Cnucok aTpubyToB, AOCTYMHbIX AJIS PeAaKTUPOBaHUSA COAEPXKMT KOJOBOE MMs aTpMbyTa U MpU3HaK BO3MOXHOCTH
pepakTupoBaHusa . ECnu KoJOBOro UMeHM aTpubyTa B editAttrs HeT. TO npocmoTp aTpubyTa 3anpeueH

7 TonHbIN CNUCOK HacTpoeKk NonuTuK goctyna ABAC

GET /access/vl/policySets

e ponb AUTH_ADMIN

® OTBeT



"code": "8ffc9all-6b78-44c5-b940-5d6bc4319e65",
"name": "l'pynna nonutuk esrnOrgDepartment”,
"gName": "jpPolicySet.esrnOrgDepartment”,
"target": {

"jpClasses": [

"esrnOrgDepartment”

}s

"policies": [

8 Hactpouka nonutuku goctyna ABAC no koay

GET /access/vl/policySets/<koa monnTuku gocrtyna>
e ponb AUTH_ADMIN

® OTBeT

"code": "8ffc9all-6b78-44c5-b940-5d6bc4319e65",
"name": "I'pynna nonutuk esrnOrgDepartment”,
"gName": "jpPolicySet.esrnOrgDepartment”,
"target": {

"jpClasses": [

"esrnOrgDepartment”

}s

"policies": [

9 MNMouck nonutuk goctyna ABAC

POST /access/vl/policySets/search

e posib AUTH_ADMIN

BosBpaluatoTcs TONbKO NOSIUTUKY, COOTBETCTBYHOLLME 3anpocCy B rpynnax 6yp,yT OTCYTCTBOBATb NMOJIUTKU, HE
yaoBJsieTBopAroLlwne ycnoBuam nomcka

e 3anpoc



"name": null,

"roles": ["AUTH_ACCESS"],

"jpClassCodes": [ "esrnOrgDepartment"],

"useCreate": null,
"useRead": null,

"useUpdate": null,
"useDelete": null,

"usePermit": null,

"useProhibition": true,

"useEnviromentRules": null

MapameTtp
name

roles
jpClassCodes
useCreate
useRead
useUpdate
useDelete
usePermit

useProhibition

useEnviromentRules

® OTBeT

OnucaHue

3HayeHune gnsa nomcka no UMeHn
Cnucok ponen ans dunbtTpaumm
Cnuncok knaccos ans ounbTpaumm
Mowvck no cosgaHuto

[Tonck no YteHuto

Mounck No namMeHeHunto

Movck no yganeHuo

Mowvck no HacTporkam Ha paspelueHmne
[Mouck No HacTponkam Ha 3anpeT

[Tonck No Hann4uunto NpaBun
OKPY>XeHUs



"code": "8ffc9all-6b78-44c5-b940-5d6bc4319e65",
"name": "I'pynna nonutuk esrnOrgDepartment”,
"gName": "jpPolicySet.esrnOrgDepartment”,
"target": {
"jpClasses": [
"esrnOrgDepartment”

]
}s

"policies": [

10 MaccoBoe nony4yeHue HacTpoekK A0CTymna K onpeaeneHHbIM 06 bekTam

POST /access/vl/policySets/search
e ponb AUTH_ACCESS

® 3anpoc eumpa:

{
"ids": [

{
"objectClassCode": "studentsNeat",
"objectIds": [

"56",
nggn
]
¥
]
}

® OTBEeT.



"accessList": [
{

"objectClassCode": <classCode>,

"objectId": <objectId>,

"read": true,

"create": false,

"update": false,

"delete": false,

"editAttrs": {
"<attrCodel>": true,
"<attrCode2>": true,
"<attrCode3>": false

3

Mapametp Onucaxue
accesslList Cnucok HacTpoek focTyna

objectClassCode KopoBoe MMs Kracca 06bekTa

objectld NpeHTndukaTop o6bekTa

read Mpu3Hak AoCTyna Ha YTeHne o6bekTa
create Mpu3Hak gocTyna Ha co3aaHue o6bekTa
update Mpu3Hak gocTyna Ha 06HOBMIEHME 0ObeKTa
delete MpusHak gocTyna Ha yaasneHue o6bekTa
editAttrs Cnncok aTpmbyToB, LOCTYMNHbIX 4NN

penakTnpoBaHuUA

Cnucok aTpubyToB, AOCTYMHbIX AN PeAaKTUPOBAHMA COAEPXKUT KOJOBOE UMsI aTpubyTa U NPU3HAK BO3MOXXHOCTM
penakTupoBaHua . Ecnv kogoBoro umeHu atpubyta B editAttrs HeT. TO nmpocmoTp aTpubyTa 3anpeleH
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