OnucaHue

APl n REST-meTobl pejakTMpoBaHuA HacTpoek goctyna ABAC
JocTyn
e ponb AUTH_ADMIN

Onepauuun c HacTponkamMm goctyna

1. CospgaHue HacTpoek

POST /dynamicaccess/v1l/policySets

e ponb AUTH_ADMIN

e 3anpoc

"name":"settings111",
"gName":"settings",
"target":{

"jpClasses":["targetl", "target2"]
}s
"policies":[

{

"actions":["read"],

w,n

"name" :"read",
D oD

"gName":"read",

"subjectRules":[
{

n,n

"name":"settings2",
"gName":"fgfd",
"effect":"permit",
"username" :{
"cond":"in",

"values":["username"]

¥

"role":{
"cond":"in",
"values":["AUTH_ORG_ADMIN" ]

¥

"orgId":{
"cond":"in",
"values":["1"]

¥

"depId":{
"cond":"in",
"values":["1"]

}



1s

"resourceRules":[

{

n,n

"name":"settings2",
"effect":"permit",
"attrCode":"parapapapam”,
"gName":"fgfd",
"cond": {

"cond":"in",

"values":["AUTH_ORG_ADMIN" ]

1s

"environmentRules":[

{

"name":"111",
"gName":"fgfd",
"effect":"permit",
"daysOfhWeek":["1"],
"fromTime":"10:10:10",
"toTime":"10:10:10",
"fromDateTime":"2016-10-08T00:00:00",
"toDateTime":"2016-10-08T00:00:00",
"ip":{

"cond":"in",

"values":["AUTH_ORG_ADMIN" ]

® OTBEeT
Koa  OnucaHue
401 HeT goctyna
404  Appec He HaingeH
500 Owwmbka cepBepa

200 Jlormka oTpaboTana ycnewHo

2. O6HOBNEHNE HAaCTPOEK

PUT /dynamicaccess/vl/policySets

e ponb AUTH_ADMIN

e 3anpoc



"code": "10163de6-9b84-405a-2093-046d590f8cb3",
"name":"settings111",
"gName":"settings",
"version": "MjAyMi@wMSOXMFQxMzowNzoyNC4yNTI=",
"target":{
"jpClasses":["targetl", "target2"]
¥
"policies":[
{

"actions":["read"],

w,n

"name" :"read",

"gName":"read",

"subjectRules":[

{

n,n

"name":"settings2",
"gName":"fgfd",
"effect":"permit",
"username":{
"cond":"in",
"values":["username"]
¥
"role":{
"cond":"in",
"values":["AUTH_ORG_ADMIN"]
¥
"orgId":{
"cond":"in",
"values":["1"]
¥
"depId":{
"cond":"in",

"values":["1"]

1s

"resourceRules":[

{

n,n

"name":"settings2",
"effect":"permit",
"attrCode":"parapapapam",
"gName":"fgfd",
"cond" :{
"cond":"in",
"values":["AUTH_ORG_ADMIN"]

15

"environmentRules":[

{

"hama" - "111"



o e aas
"gName":"fgfd",
"effect":"permit",
"daysOfWeek":["1"],
"fromTime":"10:10:10",
"toTime":"10:10:10",
"fromDateTime":"2016-10-08T00:00:00",
"toDateTime":"2016-10-08T00:00:00",
"ip":{

"cond":"in",

"values":["AUTH_ORG_ADMIN"]

® OTBET
Koo Onucanue
401 HeT goctyna
404  Appec He HangeH
500 Owwmbka cepBepa

200 Jloruka oTpaboTana ycnewHo

3. YpaneHue onpeaeneHHbIX HAaCTPoeK

DELETE /dynamicaccess/vl1/policySets/<code>

e ponb AUTH_ADMIN

® OTBeT
Kon Onucanue
401 HeT goctyna
404  Appec He HangeH
500 Owwmbka cepBepa

202  Jloruka oTpaboTana ycnewHo

4.1. NHmymanusauyma HacTpoek aocTyna

POST utils/vl/dynamicaccess-abacinit/mode/init

e posib AUTH_ADMIN



® OTBEeT
Koa  OnucaHue
401 HeT goctyna
404  Appec He HaingeH
500 Owwmbka cepBepa

200 Jlormka oTpaboTana ycnewHo

{
"description”: "HacTpoiiku poctyna ABAC NpoOMHWLMANU3UPOBaHbI",
"changeData": false,
"resultType": "message",
"gName": "dynamicaccess-abacinit.init.ready"
}

4.2. UHMumanusauma HacTpoek AocTyna no naeHtudpukaTtopam

POST utils/vl/dynamicaccess-abacinit/mode/initByIds

e ponb AUTH_ADMIN

{
"objectIds": [
"bo@1fabbb-0765-46b2-9c6b-67b64f665725"
]
}
e oTBeT

Koa  OnucaHue

401 HeT goctyna

404  Appec He HangeH
500 Owwmbka cepBepa

200 Jloruka oTpaboTana ycnewHo

"description": "HacTpoiiku poctyna ABAC NpovHWLMANU3UpOBaHb",
"changeData": false,
"resultType": "message",

"gName": "dynamicaccess-abacinit.initByIds.ready"



4.3. NHnymanusauma HacTpoek AOoCTyna no nosib3oBaTtesio

POST utils/vl/dynamicaccess-abacinit/mode/userInit

e ponb AUTH_ADMIN

® OTBeT
Kon Onucanue
401 HeT goctyna
404  Appec He HangeH
500 Owwmbka cepBepa

200 Jloruka oTpaboTana ycnewHo

{
"description”: "HacTpoiku poctyna ABAC NpoMHWLMANU3npoBaHbl",
"changeData": false,
"resultType": "message",
"gName": "dynamicaccess-abacinit.userInit.ready"
}

5 lNonHbIK cnucok HacTpoek nonutuk goctyna ABAC

GET /dynamicaccess/vl/policySets
e ponb AUTH_ADMIN

® OTBEeT

"code": "8ffc9all-6b78-44c5-b940-5d6bc4319e65",
"name": "l'pynna nonutuk esrnOrgDepartment”,
"gName": "jpPolicySet.esrnOrgDepartment”,
"version": "MjAyMi@wMSOXMFQxMzowNzoyNC4yNTI=",
"target": {

"jpClasses": [

"esrnOrgDepartment”

}s

"policies": [

6 HacTtpouka nonutuku goctyna ABAC no koay

GET /dynamicaccess/vl/policySets/<kon noAuTukuM pgocTtyna>

e posib AUTH_ADMIN



® OTBEeT

{
"code": "8ffc9all1-6b78-44c5-b940-5d6bc4319e65",
"name": "I'pynna nonutuk esrnOrgDepartment”,
"gName": "jpPolicySet.esrnOrgDepartment”,
"version": "MjAyMi@wMSOXMFQxMzowNzoyNC4yNTI=",
"target": {
"jpClasses": [
"esrnOrgDepartment”
]
¥
"policies": [
}

7 MNMowuck nonutuk aoctyna ABAC

POST /dynamicaccess/vl/policySets/search

e posib AUTH_ADMIN

BO3BpaLU,aI-OTCF| TOIbKO NMNOJINTUKK, COOTBETCTBYHOLLIME 3anpocy B rpynnax 6yp,yT OTCYTCTBOBaATb NMOJIUTKU, HE
yaoBJsieTBopArowmne ycnoBuam nomcka

® 3anpoc
{
"name": null,
"roles": ["AUTH_ACCESS"],
"jpClassCodes": [ "esrnOrgDepartment"],
"useCreate": null,
"useRead": null,
"useUpdate": null,
"useDelete": null,
"usePermit": null,
"useProhibition": true,
"useEnviromentRules": null
}
MapameTp OnucaHue
name 3HavyeHune And noncka no UMeHu
roles Cnucok ponewn ans dunbtTpaumm
jpClassCodes Cnucok knaccoB gns dunbtpaumm
useCreate Mounck no cosgaHuio

useRead [ToncK no YyteHunro



useUpdate
IMapameTtp
useDelete

usePermit

useProhibition

useEnviromentRules

® OTBeT

[lonck no nameHeHuto

OnucaHue

Mowvck no yganeHuno

[Monck no HacTpokam Ha paspelleHne

Mowvck no HacTporkam Ha 3anpeTt

Monck No HanMyuo NpaBun
OKpPY)XeHUs

"code": "8ffc9all-6b78-44c5-b940-5d6bc4319e65",

"name": "l'pynna nonutuk esrnOrgDepartment",

"gName": "jpPolicySet.esrnOrgDepartment”,

"target": {

"jpClasses": [

"esrnOrgDepartment”

¥

"policies": [
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