OAuth2 Server

OnucaHue

CepBep aBTOpU3aLun Ha 6a3e JWT u npoTtokona OAuth2 ¢ ncnonbsosaHmem Public/Private Keys
['eHepauua Kno4yen

dopmupyem napy kntoven, ncnonbsysa JDK
keytool -genkeypair -alias <alias>
-keyalg RSA
-keypass <keypass>

-keystore <keystore>.jks

-storepass <storepass>

.jks pasmeLnaem B resources/jks Ha cepsepe + nponucbiBaeM HacTpoinku B application.yml

QKcnopTupyem Ny6NNYHbIA KoY

keytool -export -alias <alias> -keystore <keystore>.jks -file publickey.pem

publickey.cert oTaaem kKnueHTaM s pasMeLLeHus B resources/cert + nponucbisaeM HacTpoiiku B ux application.yml

Paspaya nybsiM4yHOro KJto4a

Kafka

Ecnu otnpaBka ny6anyYHoro Kitoya Yyepes kadky BKHOYEHA, TOFAa NPUIOXKEHME YNTAET KIKOY M3 XpaHMnuLa u oTnpaensiert
€ro B TOMWK Kadku. 3aTeM NPOMCXOANT NOBTOPHasA OTNpaBKa K/ko4a C TONUK pas B CyTKU. Kntou wndpyetcs nepes oTnpaBKon
Base64

Hactponku

jprime.security.authserver.publickey.kafka.producers.kafkaServers - _ip:port_
jprime.security.authserver.publickey.kafka.producers.kafkaTopic uma Tonuka ex.:publicKey

jprime.security.authserver.publickey.kafka.producers.enabled ecan true, 3HayuT oTnpaBka MyHJAUYHOrO KK

[l H ]

REST

Touka goctyna: GET "oauth/vl/publickey"” Bo3sBpalyaeT ko4 B BuAe Maccupa 6anToB, LONOHUTENIbHbIE HACTPOMKHM

OTCYTCTBYIOT

REST 3anpochbl



AyTeHTU(MKauuA

POST auth/token

header

"Authorization": Base64("<clientId>:<clientPassword>")

"Content-Type":"application/x-www-form-urlencoded"

body

n,n

"username”:"<user>"
"password":"<password>"

"grant_type":"password"

oTBeT BMAa
{
"access_token": "<access_token>",
"token_type": "bearer",
"refresh_token": "<refresh_token>",

"expires_in": 1799,

"scope": "READ",

"userId": 9999999912,

"jti": "d97dd9o6d-4eec-431e-a3lc-a7babl3lef6l"

O6HoOBJIeHUe TOKeHa

POST auth/token

header

"Authorization": Base64("<clientId>:<clientPassword>")

"Content-Type":"application/x-www-form-urlencoded"

" changepassword

body

"refresh_token":"" "grant_type":"refresh_token"



OoTBeT BuUAaa

T json
{
"access_token": "<access_token>",
"token_type": "bearer",
"refresh_token": "<refresh_token>",
"expires_in": 1799,
"scope": "READ",
"userId": 9999999912,
"jti": "d97dd9o6d-4eec-431le-a31lc-a7babl3lef61”
}

Mony4yeHue cnucka ponewn rno ykasaHHoMy TokeHy (v1)

GET oauth/v1/token_roles

C YKasaHueMm 3arosioBka

Authorization = Bearer <token>

TOKEH A0JKeH codepyaTb posib AUTH_ACCESS

OoTBeT BuAa
{
"roles": [
"AUTH_ACCESS"
]
}

MNonyyeHue cnucka ponein no ykasaHHoOMy TokeHy (v2)

GET oauth/v2/token_roles

C YKasaHueMm 3arosjioBka

Authorization = Bearer <token>

TOKEH [lo/KeH coaepxXaTtb posib AUTH_ACCESS

OTBET BMAaa



"roles": [
{
"code": "AUTH_ACCESS",
"name": "O6bwwin pocTtyn"
s
{
"code": "ARTICLE_ADMIN",
"name": "AZMMHUCTpaTOp cTaTen"
)

[MonyyeHue cnucka poneun

GET oauth/vl/roles/

C YKasaHueMm 3arosioBka

Authorization = Bearer <token>

TOKEH JIOSHKEH coaepyKaTb posib AUTH_ADMIN

OoTBeT BUAa
{
"roles": [
{
"code": "ADMIN",
"name": "AOMUHUCTpPATOpP C MOJIHBIMM MpaBammn”
¥
{
"code": "AUTH_ACCESS",
"name": "O6bwuin pocTyn"
¥
]
¥

[MonyyeHue onucaHune ponu

GET oauth/vl/roles/<kop ponu>

C YKasaHueMm 3arosjioBka

Authorization = Bearer <token>

TOKEH [lo/KeH coaepxaTtb ponb AUTH_ADMIN

OTBET BMAa



"code": "ADMIN",

"name": "AZMMHUCTpPATOpP C MNONHbLIMM MpaBamu”

YpaneHue ponu

DELETE oauth/vl/roles/<kop ponu>

C YKasaHneM 3aronoska
Authorization = Bearer <token>
TOKeH J0JIKeH coaep)xaTb posib AUTH_ADMIN

O6HOBNEHME POSIU

PUT oauth/vl/roles

C YKasaHueMm 3arosioBka

Authorization = Bearer <token>

TOKEH [l0/MKeH cofepxaTb posib AUTH_ADMIN

3anpoc Buaa

"code": "ADMIN",

"

"name": "AAMWHUCTpATOp C MNOJIHBIMM NpaBamu [o6HOBNEHME]

® OTBeT BMAaa

"code": "ADMIN",

"

"name": "AOMUHUCTpPATOpP C MOJHBIMU MpaBamu [ob6HOBNEeHWUe]

CospgaHue ponu

POST oauth/vl/roles

C YKasaHueMm 3arosioBka

Authorization = Bearer <token>

TOKEH [l0/MKeH cofepxXaTb posib AUTH_ADMIN

3anpoc Buga



"code": "TEST",

"name": "TecToBaA ponb"
}
OTBeT BMAa
{
"code": "TEST",
"name": "TecToBas ponb"
}

ﬂonyquMechCKarpynn

GET oauth/v1/groups/

C YKasaHueMm 3arosioBka

Authorization = Bearer <token>

TOKEH [lo/KeH coaepxXaTtb ponb AUTH_ADMIN

oTBeT BUAa
{
"groups": [
{
"code": "ORGplusPERS",
"name": "OnepaTop MOACUCTEM HacCeneHuWs W npeanpuaTun™,
"roles": [
"PERS",
"ORG"
]
}
]
}

Mony4yeHue onucaHue rpynnbl

GET oauth/v1/groups/<kop rpynnbi>

C YKasaHueMm 3arosioBka

Authorization = Bearer <token>

TOKEH [IOSHKEH coaepyKaTb posib AUTH_ADMIN

oTBET BUAa



"code": "ORGplusPERS",
"name": "OnepaTop NOACUCTEM HaceNeHWs W nNpeanpuaTun™,
"roles": [

"PERS",

"ORG"

YaaneHue rpynnbl

DELETE oauth/v1l/groups/<kon rpynmnbi>

C YKasaHueMm 3arosioBka

Authorization = Bearer <token>
TOKEH JOJMKEH coepxaTb ponb AUTH_ADMIN
CospgaHue rpynnbl

POST oauth/v1l/groups

C YKasaHueMm 3arosioBka

Authorization = Bearer <token>

TOKEH [l0/MKeH cofepxaTb posib AUTH_ADMIN

3anpoc Buaa

{
"code": "TEST",
"name": "Tect",
"roles": [
"PERS",
"ORG"
]
}
OTBeT BMAa
{
"code": "TEST",
"name": "Tect",
"roles": [
"PERS",
"ORG"
]



O6HoBNEHME rpynnbl

PUT oauth/v1/groups

C YKasaHueMm 3arosioBka

Authorization = Bearer <token>

TOKEH [lo/KeH coaepxXaTb ponb AUTH_ADMIN

3anpoc Buga

{
"code": "TEST",
"name": "Tect",
"roles": [
"PERS",
"ORG"
]
}
oTBeT BuAa
{
"code": "TEST",
"name": "TecTt",
"roles": [
"PERS",
"ORG"
]
}

[Monck nonb3oBaTeneu

POST oauth/v1/users/search

C YKasaHueMm 3arosioBka

Authorization = Bearer <token>

TOKEH [lo/KeH coaepxXaTb ponb AUTH_ADMIN

3anpoc Bnga



"limit": 50,
"offset": @,
"filter": {
"or": {
"username" :"TEST",
"orgId":Q,
"email":null,

"fio":"CoTpygHuk",
"roles": ["AUTH_ADMIN","ADMIN"]

Mapamerp OnucaHue
username  JloruH (NOWCK NO COAEPXKMT)

orgld NpeHTndmkaTop opraHusaumm (mouck no

paBHO)
email OneKTPOoHHasi noyTa (MOUCK Mo COAEepPXKUT)
fio ®WNO (nouck no coepxxuT)
roles KogoBble MMeHa ponen
limit KonnyectBo 06HEKTOB B BbIGOPKE
offset CmeLLeHne BbI6OPKM

oTBET BUAa



"users": [
{

"id": "da50068f-3c28-4377-a314-e0d4534511e94",
"username": "TEST",
"needPasswordChange"”: false,
"orgId": @,
"depId": o,
"userId": 9999999912,
"fio": "CoTpyaHuk",
"position": null,
"workplace": null,
"phone": null,
"email": null,
"changeDate": "2019-04-02",
"creationDate": "2019-04-02",
"disable": false,

"disableDate": null,

"groups": [
"ORGplusPERS"

1

"roles": [
"AUTH_ADMIN",
"ADMIN",
"AUTH_ACCESS"

1

"allRoles": [
"PERS",
"ORG",
"AUTH_ADMIN",
"ADMIN",

"AUTH_ACCESS"

[MonyyeHue cnucka nonb3oBarteneu

GET oauth/v1l/users/

C YKasaHueMm 3arosioBka

Authorization = Bearer <token>

TOKEH [IOSHKEH coaepyKaTb posib AUTH_ADMIN

oTBET BUAa



"users": [
{

"id": "da50068f-3c28-4377-a314-e0d4534511e94",
"username": "TEST",
"needPasswordChange"”: false,
"orgId": @,
"depId": o,
"userId": 9999999912,
"fio": "CoTpyaHuk",
"position": null,
"workplace": null,
"phone": null,
"email": null,
"changeDate": "2019-04-02",
"creationDate": "2019-04-02",
"disable": false,

"disableDate": null,

"groups": [
"ORGplusPERS"

1

"roles": [
"AUTH_ADMIN",
"ADMIN",
"AUTH_ACCESS"

1

"allRoles": [
"PERS",
"ORG",
"AUTH_ADMIN",
"ADMIN",

"AUTH_ACCESS"

I'Ionyqu ne onncaHue rnoJsib3oBartend

GET oauth/vl/users/<id nonb3oBaTtensa>

C YKasaHueMm 3arosioBka

Authorization = Bearer <token>

TOKEH [IOSHKEH coaepyKaTb posib AUTH_ADMIN

oTBET BUAa



"id": "6345340d6cc-do4c-4b7d-93a3-d7d7b77db4do",
"username": "MPUSER",
"needPasswordChange": false,
"orgId": @,
"depId": o,
"userId": 9999999911,
"fio": "PaspaboTuuk (MM)",
"position": null,
"workplace": null,
"phone": null,
"email": null,
"changeDate": "2019-04-02",
"creationDate": "2019-04-02",
"disable": false,
"disableDate": null,
"groups": [],
"roles": [

"AUTH_ADMIN",

"ADMIN",

"AUTH_ACCESS"
1,
"allRoles™: [

"AUTH_ADMIN",

"ADMIN",

"AUTH_ACCESS"

YpaaneHue nonb3oBaTtens

DELETE oauth/vl/users/<id nonb3oBaTensa>

C YKasaHueMm 3arosioBka

Authorization = Bearer <token>
TOKEH JOJKEH coepxaTb ponb AUTH_ADMIN
CospgaHue nonb3oBaTtens

POST oauth/v1/users

C YKasaHueMm 3arosioBka

Authorization = Bearer <token>

TOKEH [l0/MKeH cofepxaTb posib AUTH_ADMIN

3anpoc Buga



"username": "TESTUSER",

"password": "TESTUSER",

"needPasswordChange": false,

"orgId": @,

"depId": o,

"userId": 0,

"fio": "PaspaboTumk",

"position": null,

"workplace": null,

"phone": null,

"email": null,

"disable": false,

"disableDate": null,

"groups”: [1,

"roles": [
"AUTH_ACCESS"

oTBET BUAa

"id": "bb590f2d-3eec-4039-a584-7f814d586bcb",
"username": "TESTUSER",
"password": null,
"needPasswordChange": false,
"orgId": o,
"depId": o,
"userId": @,
"fio": "Pa3paboTumk",
"position": null,
"workplace": null,
"phone": null,
"email": null,
"changeDate": "2019-04-09T14:07:56.280+0000",
"creationDate": "2019-04-09T714:07:56.280+0000",
"disable": false,
"disableDate": null,
“groups”: [],
"roles": [
"AUTH_ACCESS"
1,
"allRoles": [
"AUTH_ACCESS"

O6HoBNEHUE Nob3oBaTens



PUT oauth/vl/users

C YKasaHueMm 3arosioBka

Authorization = Bearer <token>

TOKEH [lo/KeH coaepxXaTtb ponb AUTH_ADMIN

3anpoc Bunga

"id": "bb590f2d-3eec-4039-a584-7f814d586bcb",
"username": "TESTUSER",
"password": "TESTUSER2",
"needPasswordChange": false,
"orgId": @,
"depId": o,
"userId": 0,
"fio": "PaspaboTumk",
"position": null,
"workplace": null,
"phone": null,
"email": null,
"changeDate": "2019-04-09T14:07:56.280+0000",
"creationDate": "2019-04-09T14:07:56.280+0000",
"disable": false,
"disableDate": null,
"groups”: [1,
"roles": [
"AUTH_ACCESS"
1,
"allRoles™: [
"AUTH_ACCESS"

oTBET BUAa



"id": "bb590f2d-3eec-4039-a584-7f814d586bcb",
"username": "TESTUSER",
"password": null,
"needPasswordChange": false,
"orgId": @,
"depId": o,
"userId": 0,
"fio": "PaspaboTumk",
"position": null,
"workplace": null,
"phone": null,
"email": null,
"changeDate": "2019-04-09T14:09:09.566+0000",
"creationDate": "2019-04-09T14:07:56.280+0000",
"disable": false,
"disableDate": null,
"groups”: [1,
"roles": [
"AUTH_ACCESS"
1,
"allRoles™: [
"AUTH_ACCESS"

O6HOBNEHME ponen Nosb3oBaTens

PUT oauth/vl1/userroles

C YKasaHueMm 3arosioBka

Authorization = Bearer <token>

TOKEH A0/HKEH UMETb OfHY (MM HECKOMBbKO) U3 PONeit:

® AUTH_ADMIN - MOJIHbIN A0CTyn;
e AUTH_USER_ADMIN - OCTYM MO CBOWUM POSISIM;
[ 4 AUTH_ORG_ADMIN - 40CTyn No CBOUM pPONIAM U opraHm3ayun.

3anpoc Buaa

{
"userId": @,
"roles": [
"AUTH_ACCESS"
]
¥

Mapametp OnucaHue



NaoeHTndukatop

PRASAIeTD  QBMCAME ens
roles Ponu
OTBeT Bnaa
Koa OnucaHue
400 HeBepHbI 3anpoc

O6HOBNEHNE ponen
HEBO3MOXHO

401

404  Appec He HaingeH
500 Owwmbka cepBepa

200 O6HOBNEHME PONEW YCMELIHO

O6HoBNEHUE naposisd noJsib3oBartesisd

PUT oauth/v1/changepassword

C YKasaHueMm 3arosioBka

Authorization = Bearer <token>

TOKEH AO/HKEeH UMeTb OAHY (MM HECKObKO) U3 POsieit:

e AUTH_ADMIN - NOfHbIA JOCTYN;
e AUTH_USER_ADMIN - 4OCTYM MO CBOMM PONSM;
e AUTH_ORG_ADMIN - fOCTYN MO CBOWMM POJIAIM U OpraHusauuu.

3anpoc Bnga

"userId": o,

"password": 123

MNapamerp OnucaHue

NpeHTndukaTop
nonb3osaTens

userld

password Maponb
OTBeT BMAa
Koa OnucaHue

400 HeBepHbI 3anpoc



Koa  BBNERHURMe ponei

401

HEBO3MOXHO
404  Appec He HangeH
500 Owwmbka cepBepa

200 O6HOBnNEHMWE pone ycnewHo

bnokupoBka nonb3oBarend

PUT oauth/vl/blockuser/{userId}

C YKasaHueMm 3arosioBka

Authorization = Bearer <token>

TOKEH AO0J/DKEH UMETb O4HY (I/IJ'IVI HeCKOﬂbKO) n3 ponel7|:

e AUTH_ADMIN - nosiHbI AOCTYM;
e AUTH_USER_ADMIN - fOCTYI MO CBOVUM POJIAM,;
e AUTH_ORG_ADMIN - JOCTYM MO CBOMM POJISIM U OpraH13aLum.

3anpoc Bnaa

OTBEeT BMAa
Koo Onucanue
400 HeBepHbl 3anpoc

OGHOBMEHUe ponen
HEBO3MOXHO

401

404  Appec He HangeH
500 Owwmbka cepBepa

200 O6HOBnNEHMWE pone ycnewHo

Pa361o0kupoBKa nonb3oBaTesns

PUT oauth/v1/unblockuser/{userId}

C YKasaHueMm 3arosioBka

Authorization = Bearer <token>

TOKEH AO0J/DKEH UMETb O4HY (I/IJ'IVI HeCKOﬂbKO) n3 ponel7|:



e AUTH_ADMIN - MOJIHbIA AOCTYM;
® AUTH_USER_ADMIN - fOCTYM MO CBOMM POSIAM;
e AUTH_ORG_ADMIN - AOCTYM MO CBOUM POJISIM U OpraHv3aLuu.

3anpoc euaa

OTBeT B1Aa
Koa Onucanue
400 HesepHbll 3anpoc

O6HOBEHUNE ponen
HEBO3MOXHO

401

404  Appec He HangeH
500 Owwmbka cepBepa

200 O6HOBNEHME PONEW YCMNELIHO

bnokupoBka nonb3oBarteneun

PUT oauth/vl/blockusers

C YKa3aHueMm 3arosioBka

Authorization = Bearer <token>

TOKEH A0/HKEH UMETb 0AHY (M HECKOJIbKO) U3 pPOne:

e AUTH_ADMIN - MOJIHbIA AOCTYM;
® AUTH_USER_ADMIN - fOCTYM MO CBOMM POSIAM;
e AUTH_ORG_ADMIN - OCTYM MO CBOUM POJISIM U OpraHv3aLuu.

3anpoc suaa

"ids": [111, 112]

Mapametp OnucaHue

NpeHTndmkaTopbl

ids o
nosib3oBaTenemn

OoTBeT BUAa

Kon Onucanue



400 HeBepHbl 3anpoc
Koo Onucanue

O6HOBNEHNe ponen
HEeBO3MOXHO

401

404  Appec He HangeH
500 Owwmbka cepBepa

200 O6HOBnNEHME ponen yenewHo

Pa36nokupoBka nonb3oBaTenemn

PUT oauth/vl1l/unblockusers

C YKasaHueMm 3arosjioBka

Authorization = Bearer <token>

TOKEH AO0J/KEH UMeTb O4HY (VIJ'WI HECKOJ'IbKO) n3 ponewu:

e AUTH_ADMIN - NOMHbINA JOCTYM;
e AUTH_USER_ADMIN - 8OCTYN NO CBOMM PONSM;
e AUTH_ORG_ADMIN - fOCTYN MO CBOWMM POJIAAM U OpraHusauuu.

3anpoc enaa
"ids": [111, 112]

OTBeT BMAa
Koa OnucaHue
400 HeBepHbI 3anpoc

O6HOBNEHNe ponen
HEeBO3MOXHO

401

404  Appec He HangeH
500 Owwmbka cepBepa

200 OO6HOBnNEHME ponen yenewHo

O6HOB/EHNe opraH13aL MK y Nonb3oBaTens

PUT oauth/v1/orgid

C YKasaHueMm 3arosjioBka



Authorization = Bearer <token>

TOKEH A0/HKEH UMETb OfHY (MM HECKOMBbKO) U3 PONeit:

® AUTH_ADMIN - MOJIHbIN A0CTyn;
e AUTH_USER_ADMIN - OCTYN MO CBOWUM POSISIM;
® AUTH_ORG_ADMIN - 40CTyn No CBOUM pPONIAM U opraHn3auun.

3anpoc Buga

"userId": 111,
"orgId": 111

ATpubytr  OnucaHue

MaeHTndukaTo
userld A ¢ P
nonbsoBaTens
orgld NaeHTudukaTop opraHmMsaumm
OTBeT B1Aa

Koa Onucanue
400 HesepHbl 3anpoc

401 O6HOBEHUNE ponen
HEBO3MOXHO

404  Appec He HangeH
500 Owwmbka cepBepa

200 O6HOBNEHME PONEW YCMNELIHO

[aHHble TeKyulero npopuns

GET oauth/vl/profiles

C YKa3aHueMm 3arosioBka

Authorization = Bearer <token>

TOKEH [LOJKEH coaepaTb posib AUTH_ACCESS

oTBeT BUAa



"orgId": "12",

"username": "TESTUSER",
"needPasswordChange": false,
"fio": "PaspaboTumk",
"position": null,
"workplace": null,

"phone": null,

"email": null

O6HOBNEHUe TeKyLlero npoduns

PUT oauth/vl/profiles

C YKasaHueMm 3arosioBka

Authorization = Bearer <token>

TOKEH A0JKeH coaepXaTb posib AUTH_ACCESS

3anpoc suaa

"username": "TESTUSER",

"fio": "Pa3paboTumk",
"position": null,
"workplace": null,
"phone": null,

"email": null

oTBeT BUAa

"username": "TESTUSER",

"fio": "PaspaboTumk",
"position": null,
"workplace": null,
"phone": null,

"email": null

CMeHa TeKkywiero napons

PUT oauth/v1/password

C YKa3aHueMm 3arosioBka



Authorization = Bearer <token>

TOKEH A0JKeH cogepyaTb posib AUTH_ACCESS

3anpoc suaa

{
"curPassword":"<pl>",
"newPassword":"<p2>"
¥
e oTBeT

Koa Onucanue
400 HesepHbll 3anpoc

CmMeHa napons
401 P
HEeBO3MOXHa

404  Appec He HangeH
500 Owwmbka cepBepa

200 CmeHa naposns ycnewHa
HacTtpounku

Kop,
jprime.authserver.jks.name

jprime.authserver.jks.storepass

jprime.authserver.jks.alias

OnucaHue

NmMs KoHTelHepa kitodel B jks
nanke

Maponb K KpUNTOKOHTENHEPY

Anvac ans napbl Kiio4den
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